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B RRRRAT i 75 AP IR AT i 2% 1 N FR P B L B B Ny, 55 BN % 1 N FH R e A7 B A it s b .
eXecute in Place AT TEAME ROM A0 a5 (N FH AR P I, S AR 25 T Be K SN g 2 X Lo f 5

Other IP

Bus Decryption Spl 1P . External
Matrix On The Fly : Memory

B 1-15 SZRHEERMCU/MPURNEE R S 8 2Rl
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AT YRR RE Be TN N AR P A Th BE
e R P B T R

o RIERL FRE P SCAFAE T bk iy )itk thom] AR 132

P e e B

Internal Protected Area
| Secure IP i ‘ | -

HUK

v‘<__|’°_
i

DLM Key

@

Key Wrap Service

/5
| |:

Flash ROM

Encryption Key

Application

|

program

:

\_ J

& :

. Application :

\ [ Application PP :
i@ program . Program H
_____________ I :

B 1-16 EALET) HEHEEMCU/MPUR R G RE]

ZAFYPE B T AR LUT ORE, DSl 22T HfEThee.

- F N R RE P i

+ (P S P B e

» (RIS SEAT VRN S A A i S ) o ] e 2
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LA E B TR T O 2 A NN T e 4 BN HITRE e A b 2B i A S B (DLMY) 358

%L HRA =AMUAR:
o AT — MWIRAE RS ATHAT AL, BE LB SO EUAA T S 2 A Y. i
TEE BT RN NI R .
o MSTMIBEIEM S - EMK GUI, BAENREEIT AN R M =07 IDE JFAR -+

S H
o e2studio #iff — EBIEFE e?studio T GUI 10, HTR4LIT R H.
21

2 A E B TR SCRF D EAT MCU/MPU 407 F R .

2.1.1 VENHE BT 22 42 % A

RSN T A HM M LT 6.
XT3 HH MCU/MPU, &S % 2-1.
[1] A2 UFPK FIAL i AT % 3 28 B 5% 5 A b 288 i 45 1 X ) Se
[2] 18 FHVE N 224 250 T 75 19 UFPK $2% DLM 2543 ({54 MCU/MPU 3 #F DLM %%3)
[3] RN A% TR 1 UFPK 25 H - 254
[4] i FH 58 37 2 A B B A i 1) KUK 35286 F P 235 4

R20UT5349CJ0106 A 1.06 RENESAS % 23 71, 3£ 170 I
2024 £ 3 H 29 H



TAFHEHTA 2. ik

#* 2-1 MCU/MPU J& & BHITE N 58T R SCRe Dh RE

93 XFEIIRE
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SCE9 %4 TR A4 45 5% v v v v
SCE9 &t v - v v
SCE7? v - v v
SCE5 B v v v v
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RX 77 i K ik
TSIP v - v v
TSIP-Lite v - v v
RZ 7= b Kk
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Hiip% HL 7 Synergy ‘&
SCE7? v - v v
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[1] A= f FSBL Fr i 1% HAE ) S ARSI 15
[2] 7552 I o ous ] FH 00 FH P A2 3 s 33 AT n 2%
[3] AT T2 4 T 4mAE Thae S
[4] {5 TSIP Az gl ml B 122 4 BB i SC A

#* 2-2 MCU/MPU J& RPN A TIfE

EN3 X FEThRE
1] [ [2] | [3] | [4]
RA 77 i ik
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B2y
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SCE9 % 4 DhREM Ry 45 2 - - - -
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SCE7 - - - -

SCE5_B - - - -

SCES - - - -

RX 77 il Kk

TSIP - - - v
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RZ 7= h & itk
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Hi % H7 Synergy ‘P&
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(1) EWL PC

o AbFEZE: 1 GHz H{H R
o TAFfHRE: 1 GB i K
o NRWHE: 1366 x 768 L E MR
EoRHE 100% CHEF)
TE:
IR ARE BIR o HER U R AT W, WA B o GUI 1 i A I T

222 AR

(1) >#F OS

e Windows 10 (64 i)
e Linux (Ubuntu 20.04 LTS)

(2) e?studio ffiffhiA e?studio iZATy & hRA
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3. GUI Thfig i
KNP LA EE TR GUI RUA I FH T 45 H A T
WSLIRAR e?studio FFHIABATAIFN GUI FUE . LIt NS A AT 1 5 .

3.1 FEH
JE B i 3 S LR 2

Security Key Management Tool - O X
T mE D
B|ME  £HUFPK =MKUK %S5 TSIPUPDATE FSBL  DOTF  SFP

LENESAS

Security Key Management Tool

(1)

(2) =

TSN LEERERTESsSEHEE OIM) 25,
BT E T R B A NS S TR,

EfpEdEAI eFEEHE (UFPK) =2,
FRRE D RESAITERSBUFPGRTHE, FERHERMUFPKER W-UFPK (Wrapped UFPK) .

SREI BT UK RRTLHE. KAEERH TS T AZIMOUE.
BSREEMCOYMPUSIE, TROAIESONESEURESELES.

EFEMPUMCULIRIIESIE | <3 Big> e

ERE EEMUSMPUE B S T— 5184
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B 31 BSLARARKER D
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Builders B’= ERUFPK  E£MKUK HiEE5R TSIP UPDATE FSBL DOTF | SFP
C/C++ Build

C/C++ General

Project Natures

Project References
Refactoring History
Renesas QF

Run/Debug Settings
Security Key Management T
Task Tags

Validation
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RENESAS

Security Key Management Tool
TSRy TEgARERTERse BHEE OV B
REBRIETREERIANRSEHETR.

BREHEAI EREE (UFPK ZmRLE .
B Ed FE S aE R QURPIGH TaE, st S EAIUFPKESR W-UFPK. (Wrapped UFPK) .

TR ERTRER (KUK I RE£HE. KUKEREER T2 A IIMCUS,
FETEEMCU/MPUSIXYE, TEDRAZEFNNESELRESEIES.
JHFEMPU/MCULUR I E SIS ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode

kiR BMCUSIMPUE B T T —5181F

esEk

(4)

#I

@' Cancel
B 3-2 e*studio FHFRAKEE D
w5 | Wi Wi B
(1) | K5 AN SRR RRCAS
ARIEAELR, S NH 3.2 KHf.
(2) |@EBIREH TAEIR SR AL — AN, T AR U D e 4 A e B A B T

PO RER—# SAF

©)

THBRIRES XIR B R FIPAT A R o FESRSLRRAS ry,  J i S F A X

ANThik

(4) B SO B ER E BAHE B R SR B RIR . B RRARH, JEi
B X AN TR

(5) R R TEREAERPIRES
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N
FAGASE I o SR O A S BRI XML K sISCPE. S BIMOR R 2 0217
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I [RAE..] T ERAFII B SO, I AR BRI TR

f£ e?studio ffFhA, 1% “RBIHFFRA” AR IR B E S B IRFH] e?studio TTH .

3.2.2 ML) 32
5 GUI SR kI E 35

o [REERI
THERIRS X R AT 45 R
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3.3  [WE] LHF

FEZIET R, EWHFEAAEH P Hs MCUMPU  BLAINE 518 . PR SGIEFE H bndsfF, 85 fHE M HAb ik
TR PAT Bl o AR TR R ZhBE B g T LT EXE P asF

ENESAS

Security Key Management Tool

IS s EATETESLaAHEE (DIM) 25,
LTI E TR T I AT S TR,

EREREAI e E (UFPK) ImEsEA.
EpimiEdHE B SR SUFPIGH TS, RS ERIUFPKES W-UFPK (Wrapped UFPK) .

E{RERHEE (KUK ST e, KUKEmEEER T2 A3 MOUSR,

FEESEEMOWMPURINE, TRORFIZENMNESFEUEESHEIES.

(1) ﬂggmpu_,fmculxaﬂuﬁli": <i%$F Bi5 > = I

HEFE B EMOUEMPUGR BT —F181E

A 3-3 [E] &WF

5 | BiH Ui

(1) | #&#H MPUMCU LLJ hnss e EHAR MCUIMPU. LB N2 51 5347 4 4 35 00 s A sl T2
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3.4  [4R UFPK] &£

ZIETR L 3 * L key SCHFEIRAERUH P LT BESR ] (UFPK) SCHE. ARG 200K 2 SO 2 3 B i 2 4
)25 IR 55 (DLMAIR 2% 2% )2k 35 B 3 355 T UFPK (W-UFPK) . UFPKSC 355 FH Ty 22 4 5 0 2 20 v 4 55 4 o

BT g E5AUFPK (User Factory Programming Key) BFELAERHES
Z2IAE=RESRHEEE (DM BjNERSH.
UFPK BB R BT R s ITHE, HERUFFKHEER S /IS TINERE.

HAPIs=aEs (UFPK)

001122334455667 788294 ABBCCDDEEFFO0112233445566778892AABBCCDDEEFF Ih (2)

RETE Ckey)

I & FRUFPKEER T I <+—(4)

B 3-4 [4R UFPK] &%&HE

5 | BiH A

(1) | UFPK #iA WS (2) THIMAENE A UFPK EIE /218 H T B A B BEN LSS . o
LN PRI % T L BEALAE B BE AL LA

(2) | UFPK 4 MAE (1) hikEE TR ERERN, K SCARE RN RIEE S UFPK fE.

AR D620 LAR i i S0AR 2 32 AT N il .

(3) | Hhsefk PR UFPK SO AR 4 o S SCEERIY B A LT E N key.
(-key)

(4) | £ UFPK Z | W45 LA M5 B4E R UFPK SCiF.
B MR IR EikEE MCUIMPU DL % 51 &I J5 FH

UK Z Ak TR TR AR B UFPK SO 3% 21 B 0 2 A0 B 35 il 4% (https://dIm.renesas.com/keywrap) K3k
W-UFPK. HHipE & RS I 245 5, 152 WS E IR 55 105 I ) f i 2 DL A4S MCUIMPU - [t
5 R (# 1-1 MCUMPU #55E) .
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3.5  [AEM KUK] &1+

PRI A ik ]+ key CHBAEMFAREH (KUK) SO ZSCHEANA T 24823 KUK, iEH T
Hofth s BHEAT 2 T

FHEE (KUK BF = Rien R E B AT e EREATH.
KUKE 2R 2 A ZIMCUA.

F B Key-Update Keys

(1)_» EmETEE
00112233445566778600AABBCCDDEEFFO01122334455667 78899AABBCCDDEEFF I<_
R Lkey)
3
3) | | ml,-‘al
(4)
I & FKUKBSE I -
B 3-5 [4 5k KUK] &£F
i | BiH i B
(1) KUK $i A | B BERMEH (2) TRMAEEN KUK EiE2 8 H TREA BB EIE. ik
LRAEZ T 5L AL A B 1 AT B AR E
2) KUK & MR (1) PER T EREEER, B SCRER BN MEEN KUK {E.
A ALK A% A Fe e o 32 i Nkl
(3) i H SO BB H KUK ST RRTSCR 44 . i SCHFYT B A A0 E N . key.
(-key)
(4) | AR KUK % | R4 EmEsAREBAR KUK SO
X 7E [MEE] &R Eks: MCUMPU L AN 25 51 &t 5
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3.6

[BP3E ] TR

fEFZE IR R P 39, IR R A 3 sl R /5 R S0

ERMEERUFPK (BFE2EA) ZKUK (BFEaia) HEEiTHE.

EET R

(1) = O

() OEM Root public

() DLM/AL ALZ2 KEY (@) AES 128 bits e ARC4

(ORSA | 2048 bits, public TDES
OEcc secp256r1, public

(OHMAC |SHAZS6-HMAC

HiEwms
(® UFPK  UFPK 3% :

(2)=> W-UFPK 324 :

I KUK

MEFEEIV
® = EEEE
O EREEME (165, KEHDEES) | 00112233445566775509A ABBCCDDEEFF

A 3-6 [HFEFHA] ETE

%5 | BiH B
(1) | [FEHRE] M [FH | £ [FEHER] EmR IR T ENSENH P EHRR S, £ [FEHEE
o) TR ] IR i N B R S

AKX PR ETCRNTEAER, WES W 3.6.1 17 [BHEL] HTTF
AR [BHBIE ] ERMEMELR, S WFE 3.6.2 17 [BHHHE
1 AT

(2) | HEemH WHEEH TN,
AREENFHER, S WH 3.6.3 WHEEH.

(3) v WEE T EHRAYIRRAE (V).
AXREENMEL, HSIE 3.64 771V,

(4) fil 4 e B S e BT, IFARETA SRR SRR T AT RE I SR
K. HRIFMER, ESWFE 3.6.5 Wit

(5) | RO R (1) 1 (2) TRMEELL (3) TR 1k A S T 2 R B g ke

A
1E [HEE] IR ks MCUMPU DL N2 51 5265 J5
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3.6.1 B RS AES
5 P %3 T 46 1 %0 4 B BT e % (R B AR L SRR SR 07 i 5 R 0 S 5 T A S A2 R A e T

ST EpIuEaE

(1) =p O DLM/AL AL2_KEY @ AES | 128 bits w| () ARC4

O KUK (ORSA | 2048 bits, public TDES

(O OEM Root public (JECC secp256ri, public

O HMAC |SHAZ56-HMAC
B 3-7 [FYIRE] BB+
5 | BiH Wi I
(1) | BHRRMEH | GER 2R T R AN SRS K .
Kk

AL T A3 B R BRI K . ARAE BRI HAx MCUIMPU, SCRFI S R BRI HHK A A . A
RIFFE AR E PG R, 152 WS se -1 F A & &8 (€ 1-1 MCU/MPU

HHIGED

#* 3-1 &7 DLM I {1550

gy Wi 1

DLM-SSD DLM ' SDD ARAFEHH S 1 Bk %41 .
DLM-NSECSD DLM 1 NSECSD {RZS 4 [1) 5 40 30 UF % 8
DLM-RMA-REQ DLM ' RMA-REQ RZF 4 1) 5 1 3 ik % 5
AL2_KEY DLM FiEZi ] AL2 i )% 4

AL1_KEY DLM ZiEZi ) ALT by i3 4

RMA_KEY DLM RAM_REQ IRA&KAIE %4

#* 3-2 i 7 AES W IEDT

T it ]

128 bits AES 128 fii % 4]

192 bits AES 192 {1%%

256 bits AES 256 %%

128 bits, XTS AES 128 fii XTS #*H

256 bits, XTS AES 256 i XTS %4/
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#* 3-3 T RSA NI

I

B

1024 bits, public

RSA 1024 /A%

1024 bits, private

RSA 1024 fiAAH

2048 bits, public

RSA 2048 /A %H

2048 bits, private

RSA 2048 fifA4H

3072 bits, public

RSA 3072 fi/A%H

3072 bits, private

RSA 3072 fifA%H

4096 bits, public

RSA 4096 fiAH

4096 bits, private

RSA 4096 fifAH

RSA-2048-public-TLS

RSA 2048 A%, HT TLS API

#* 3-4 k7 ECC WL

I

A

secp192r1, public

ECC NIST P-192 (secp192r1) A%A

secp192r1, private

ECC NIST P-192 (secp192r1) A%

secp224r1, public

ECC NIST P-224 (secp224r1) A%

secp224r1, private

ECC NIST P-224 (secp224r1) A%

secp256r1, public

ECC NIST P-256 (secp256r1) A%A

secp256r1, private

ECC NIST P-256 (secp256r1) A%

secp384r1, public

ECC NIST P-384 (secp384r1) A

secp384r1, private

ECC NIST P-384 (secp384r1) fAHH

secp521r1, public

ECC NIST P-521 (secp521r1) A

secp521r1, private

ECC NIST P-521 (secp521r1) #.4H

brainpool P256, public

ECC brainpoolP256r1 A%

brainpool P256, private

ECC brainpoolP256r1 FA%H

brainpool P384, public

ECC brainpoolP384r1 A4%A

brainpool P384, private

ECC brainpoolP384r1 F.%

brainpool P512, public

ECC brainpoolP512r1 A%A

brainpool P512, private

ECC brainpoolP512r1 FA%

secp256k1, public

ECC Koblitz £k secp256k1 /A%H

secp256k1, public

ECC Koblitz ik secp256k1 FA%/]

Ed25519, public

EdDSA Ed25519 A%H

Ed25519, private

EdDSA Ed25519 #AH
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SHA1-HMAC

HMAC-SHA1 %%

SHA224-HMAC

HMAC-SHA224 %%}

SHA256-HMAC

HMAC-SHA256 %%/

SHA384-HMAC
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SHA512-HMAC

HMAC-SHA512 %%/

SHA512/224-HMAC

HMAC-SHA512-224 #%f]

SHA512/256-HMAC

HMAC-SHA512-256 %%/

AR E S BRG], WS A 6 .

R20UT5349CJ0106
2024 £ 3 H 29 H

fRA 1.06 RENESAS

# 36 i, 3t 170 W



TAFHEHTA 3. GUI e

3.6.2 [ BB s SO kTR
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ft, HIJEAAN *.keyo
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5 104 SO A I SRR B SO AT DU SO SR B R SCA
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FEE N T SO o AT DA FH A BE 2 B ST AR D9 i N R D 2 1 B 3 B 22 RS
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secp256r1. secp384r1. secp521r1
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3.6.2.2 1E [BHRM iRk T RSA AHHE

TepaE BREETH
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B 3-9 #&FT RSA AHRTH [FHBIEMH] EHF

s | WH B
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(2) | X4 18 (1) HIE RSO, B U SO SIS IS . B SO 2 kI S
, HI RHA N *.key.
() | B (n) 78 (1) HIEBBSCEAN, UL Sl hRg U RSA B n (B SR

(4) | ETEEC (d) £ (1) P FBASCEAR, U Nkl A RSA e d S8
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TR s v B P9 A e A7 B A 70058 -
TE2: QR AR E DX A7 A BOA N DR (1 X8, A A OO it it 4T #h 7E
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TAFHEHTA

4. CLI Tjyhein W]

3.9.2 H bRt

®) S EREER
O EEHLL (hex)

(1) * 50000000 « (2)

B 3-31 Hipaht

g5 | BH

]

(1) | E&FFHpriik P 5 B SCUAGAR [N - R B SO AR b N ik 1 8 O H ARk .

HePE e AR CRER E RO E e O H ARtk

(2) | #ATHHE

FE(1) R FE SR EMIEN, E AT IERE 7 [ H be b
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TAFHEHTA 4. CLI ThReEvLH

3.9.3 W AS N 5 9
T8 78 TN [ 1 AR I A5 P £ 2 B

vz | = (3)
le(4)

A 3-32 Mg

g5 | BH ]
(1) | FWEEPIKE R H TN s g K.

M AES128”, “AES192”, “AES256"H45 E -
() | =P PRI B P RN TT i

SEFESCH I 7E(3) A BISCIE
SERE“BI RGN 76 (4)F i\ 35 1 B SO R

(3) | xff FEQ)HRFE AN, B BN A RS P LR ET AN key
() BRSO R AN txt SR S
(4) | BIsCHE FE(2) I 1 W SCHOR I, {163t i i A\ B SC3 B i

AN KN SR (1) s £ 1R 5 B R U T 1R 3 B

3.94 WIGE & IV
i 5 05 ] 2 A BN 245 f9IV (Counterfi)

RN
® £AfETEE
(1) -> ) EEEEY (1654, ﬁ.EEEE'Ei‘imnfﬁjl 00112233445566778899AABBCCDDEEFF I <= (2)
B 3-331IV
5 | WH i
(1) | IVI#gR MEFEIN S [ A AR IS ZEAE FH AT 4R 1) B .

P A B LEOE I A TR R BE LA AL B R A RV
P E BRI AR (2) TN N R o .

(2) | fEMfEEmE FE(1) P F 5 P 4R 8 AOMELIN S (8 e A a0 N BB (KD 1004 Az 1 D T 2 I R 0 4 1)
o THLA6EEH], KImHEXH A -
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wEEYEHTA 4. CLI ThReEvLH

3.95 A HE A5 b Tk T PN 2

(2)

(®) (5 E ikt
(1) -> () M HehEOFF RS

o
£t}
14
H1
E#
il
i
il
1
5]
ol
14
Hl1

B 3-34 fii BB HLBERT A A

%5 | BiH B

(1) | fREHhE 5 5E B BB OO It

P OR B SR AR LI K ST R AR B BN S SO [ B L
P NI IEOTT4R" N = K th SCAF I dn b ik i B Dy ik0 .

() | O&HWAESE FE() P OR B dn ik i, o] DU Rk Th g .
BERERESE, SO R VR LA SRR 7] 2L R A\ SO Hoin e S
LAS 0 E s
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ZEEHER TR 4. CLI IhRETLH

3.10 [SFPIi£
RIS 224 T A RER BTl 8 IR A S S B T I, S B0

B EER=EAMRENESEHEFRER TIE, FLinEERERITRSRE.
ERIMES. EERREERRRELL

EfriE == Nonce AL2 KEY AL1KEY

EFEEEEEERRENHTIITERNE R E.
0, &— (FE) e OEMIIZIIEERF. Rk, ETSMES.

A | ...

(1) =»

R

(2) = 45 DLM/ALHEZS © | OEM PLO with AL2_KEY and AL1_KEY ~ I

(3) = |=ztEs:
(4)=>

ERRETIRENH

&l 3-35 [SFPIi&TH £

R20UT5349CJ0106 A 1.06 RENESAS % 62 71, 3£ 170 I
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TREHEH TR 4. CLI ThEEii
5 | BiH P
(1) [ELERSE SN TR B A T GRS I  Fh U
[B45n2 % £H) ST [EERARE TR (14, 152 m3.10.1 [E 1M AR )15 .
[Nonce] KT BB N B B AL R (9 ETE, 18 203,10 2[ B G a5 B R
[AL2_KEY] K T[NonceliE IR 1T, 1#21#3.10.3 [Nonceli£ i k.
[AL1_KEY] KT [AL2_KEYEL-RENS, 162 3.10.4 [AL2_KEY]ED .
HIR FF[AL1_KEYLE I (VEE, 1%2043.10.5 [AL1_KEY]i& T & .

)

A DLM/ALIRES

13 EDLMILH HirfE B -
KT AIEBRENEN, SR 3-11.

(3) B A YRR A FeE 4T g RE S 1 R AR A R
(4) ERRET] HEX | HHMEQ)FEENE BN T e T fWmiEXfF.
4
* 3-11 % DLM/AL kA
LRI H B
OEM PLO with AL2_KEY and AL1_KEY £ FIPLOF 5 ANAL2. AL1%4
OEM PLO with AL2_KEY 3% FPLOJF 5 NAL2%54H
AL1_KEYiEI 4925 H .
LCK_BOOT LCK_BOOT
AL2_KEY. AL1_KEY ik IR o 2%
R20UT5349CJ0106 A 1.06 RENESAS % 63 i, 3L 170 W

2024 £ 3 H 29 H




wEEYEHTA 4. CLI ThReEvLH

3.10.1 [ 4 BRAR | 2 TR
i€ BN A

EfFERE BMEIIEEER Nonce ALZ KEY AL1_KEY

FEEE IS EESREN T HRMERE R E.
flin, g— CFE . OEMEIZIEER. R, ET2MHEE.

i
it

MBI

B 3-36 [BEMmERNET

g5 | BH ]

(1) | W3R TRE BN A PR -
S P 0 A% R ST, A AL AL B Rk 35 o R A 2R (A B
AR B SN S
% A LA E 3 A

R20UT5349CJ0106 A 1.06 RENESAS % 64 U1, 3£ 170 I
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TRFHEM TR 4. CLI Thfgii i
3.10.2 [BR{& N2 2 ER I TR

faE T B AU R 8, BLEHT g iz 911V, UFPKFIW-UFPK.

Bttt MEMEESE Nonce ALZKEY ALTKEY

E#EHIE (AES-128)

(1) @x= | 55 | g (2)
O A=A 00112233445566778899AABBCCDDEEFF <+ (3)
O SR ] (4)
MikEEIV
[CES T |

(5) = O wmEemg (e, AmHemsst) [ oo112233445566778899AABBCCDDEEFF <= (6)

(7) UFPK i s

(8) wppfw-urpk s - s |

B 3-37 [N H LR F

s | BiH ]
(1) | =HEE e BT H P 7 L2 5UE BN I AES128bit 3 £ £ ¥ -
EREAFIT : TE(2) 1 F8 5 B A
IR B ORI FEAE () i AN IR 7S 2 B e 4 e
PR E FHBENLECR . B3 R SR . W EAE(4) B B4R R A R S
14 Fidn B4R
(2) | ®=HEE FE() kB SO, 48 € AES128bit# PR S0 .
CAF AT LA & L HE SO (" key ) B A ST (* txt) o
(3) | HHAEUE FE(T)H IR B SCHAR R, DA7S 3 E0E 4 NAES128bit % 8.
B SCE
(4) | =BG FE() PR 3R R BE ML EUE T, BB 1 Bh A B F R 0 SO 44 RN g H A
A5 FH BEAL B
(5) | MIEHEIV TR0 B R U B (R 46 T
PR RO LEUE N 8 TR BN LEUE A BV .
R 8 0 BB s 3R TE(6) i N B 163 i Edl
(6) | WHHEIV 7E(5) FR e 305 F 4 e BB, A F b A N ELYE R n 25 25 B B N iR w0 i 1)
A8 Fi 7 A &,
(7) | UFPK3Z 1 P TN UFPKSCAE
(8) | W-UFPKfF P FEW-UFPK A

R20UT5349CJ0106 fRA< 1.06
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wEEYEHTA

4. CLI IhRETLH

3.10.3 [Nonce]iE Ik
Fe H T ina 2 5us B PR IRIiGE 1R 18 .

Einfg WmEMEZE Monce ALz KEY AL1_KEY
VLRSIV (WESH

[CELTFIET |
(1)* Oﬁ%-tn: = — =+ 1433332 coeeTraaon s A
FREERE (1255, FEHEERD IDD 2233445566778892AABB

| < (2)

WismEIV (B
ERkEEE |

(3)= O ERETEE (125, FIEHEER) Inn"223?445.5:'.5.-‘-?5599&&58

| (4)

& 3-38 [Noncel BT~

g5 | BiH ]

(1) | PiaEEN (EWESHD | EEAETINESEUE B Ren R,

WP BB LBUE I ) TR R BB BRIV .
R AR AE B E I 2 (2) i A\ (141632 i Ko

fil P48 E B 1E HI4G 1 &

() | YgREEINV (FGESED | ) PIERE R E R, AR AN A N 25U B

(3) | MHAIEIV ([EABAE) | EEMN TInE N ERF RIa6 6.

L BN LBE I (] TR BN LEE R BRIV .
P 4R R BB I {3 72 (4) A A\ (41632 i Bcdi

fil PR E 1O 1E BI4G 1A &

(4) | YigREEINV (BB | FEQ) PR R RO, A A BEAE i P R I

R20UT5349CJ0106 fRA< 1.06 RENESAS
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%o LT B 4. CLI Thei
3.104  [AL2_KEY]&IiE

i 2 AL2_KEY in 25 i s FH 110 235 BH 500 .

Efrinte BEINEEH Nonce ALZKEY AL1KEY

EEliExX
CECE s | €= (2)
(1) - O B & 00112233445566776899AABBCCDDEEFF <+ (3)
O EEET ) s .. <« ()
HEFEZIV
@ =mEl g |
() "lO@_.EH?éEE?fE (T, FAIEHEXER) ID-_"I"EZE‘?-I—E-:‘-&BTFEEE-S-&-:'.BBCCDDEEFF < (6)
& 3-39 [AL2_KEY]&HE
g | BiH Ui ]
(1) | = 5 7E FTAL2_KEY I 2248 H i AES 128bit’ P14 -
PRSI £E(2) P i E B
TP B SRR IN - A () TP A B 7N ki Bl 1 5 v B
R BENLEC I . B3l B P . BCEAE(4) T B B A s B HE 5
P4 A H AR
(2) | =% FE(1) Rk S, $6 52 AES128bit# H1 4 S
A AT LAFE S ) S (* key ) BOCA SCHE(.txt) -
(3) | A FE() BB SO, ANk Hodh d A AES128bit# £ .
A S
(4) | B FE(N) ke H S I BENLEC IS, BB S 2R B PR I SO 44 A Y % A
fi FHREALEE
(5) | ¥HRIEIEIV W TAL2_KEY N 44k 1) & .
PR A R RE A LRE N AR TR A REAL B 2R IV
PR i E MBI A AE(6) A A BTN b Bl
(6) | FHaEIEIV FE(5) b P 5 RO, A b A N BB/ E o in 8 AL2_KEY I I/ 46
R E NE [ &

R20UT5349CJ0106 fRA< 1.06
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TRFHEM TR 4. CLI Thfgii i
3.10.5 [AL1_KEY]iZEIn+&

fi 58 ALT_KEY n 25 i s FH 170 235 BH 50 .

Efriafe IBREMEELE Nonce ALz KEY ALTKEY

EaEEEE T
@ i .. | €= (2)
(1) = (O BRI =R 001122334455667 78693 ABBCCODEEFF <+« (3)
O EEmilEfs = <« (4)
A B
(5) wp | @ =AEE |
O EREERE (165%, REHEESD IDD"2233445-566??5599MBBCCDDEEFF <+ (6)

& 3-40 [AL1_KEY]i£W &

5 | BH i B
(1) | HHEE a2 FFAL1_KEY in# 214 FH [ AES128bit 2 £H %% -
ERESAFIS : TE(2) 1 F8 B A
IR B ORI EAE () i NI S 2 I B s 4 e
R FHBENLECR . B30 R SR . B EAE(4) T B B A R AR
SCA A R R AR
(2) | =HHdE FE(1) IR ST I, $6 2 AES128bit % £ 5 ST 1
S XSO N, A LA s kI S (. key ) BEOUAS SCHE(* Axt).
(3) | HHEUE FE(T)HUERE B SCER ", PA/S SR i NAES128bit % .
HH SO
(4) | HHEIE FE) PRk BR S BENLEC T, BB B 8l AE B S B I S 42 A R AR
15 F R LU
(5) | MILEMEIV W TALY_KEY N2 WA h) & .
R BB AR TR B LEUE A IV
PR FH G 2 A A3 R FE(6) P i N B oS ki B s
(6) | MIEHHIEIV TE(B)H I P18 48 2 OB, 3 FH Ak N TOEL/E v N2 AL _KEY I 4]
15 F 6 A [l D
R20UT5349CJ0106 A 1.06 RENESAS % 68 Ui, 4t 170 I
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TAFHEHTA 4. CLI ThReEvLH

4. CLI m#ui

41 wAATIEL
skmt.exe [#7 4] [IETT..]
e @l BIRSHAX KNG,

R 41 A ATIRE

TiH Wi ]

skmt.exe I AT 4

ik EHAEMRM L. WAL 47 8“7 FFk,

IR . TRE M B AE R A EAMEAEI. FARTLL <77 5 “-” k.
R20UT5349CJ0106 A 1.06 RENESAS % 69 T, 3t 170 I
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TAFHEHTA

4. CLI Tjyhein W]

42 A

IR RPN

R 42 i yR

Liises Ui W
genufpk AR UFPK 2.
I, AR UFPK K Sonfefssl & b
genkuk A KUK S0t
RIhE, R KUK B SoREissla k.
genkey s FH P 2 50 4 SO
hE, EHlEHER Ve W-UFPK FUIn# i a4 (B MAC)
enctsip XHAEAE FHTSIPHAT 2 A8 8. 1) gmfRir A48 F 2 5 2E 4T

calcresponse

T4 Challenge & Response A iiE [ W AE -4 i 2= #1165

H

ik

ST ASCRF 2 AOCERA, R 4-3 SRRy R A TP SCIR A . SRR R AR AR KT A

® 4-3 UIERAIAY 4

SCHERAY iNEES ]
kB B *  key HH ST A R — 3k ) B S
i 5 B BH SCA *.rkey RFP F T %4 H Al DLM #8724 (i MCU/MPU 3CRR)
31
Motorola 7Skl S A4 * . mot Motorola <kl SO
*.srec
ke *.bin k) B S A
C P Stk *.cy *.h C E AN S ST
SCAR LA * . txt H ASCIl 5545 1 34
PEM Cff * . pem Base64 Zwfiff) x509 ANS.1 Z4F, HT OpenSSL
RSUC A4 *.rsu TSIP Firmware Update i FH (fj % S04k .
R20UT5349CJ0106 fiA< 1.06 /llENESAS 270 71, 3170 W
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TAFHEHTA 4. CLI ThReEvLH

4.3  genufpk T4 LI
R E P T ek (UFPK) #4850, UFPK WTRU4EE, Wa] DA TR AR

# 4-4 genufpk LI

By 23 !
ufpk WAyl N UFPK #E7E 32 75 kil 34 .
Hohs ZIETUN AT IR 1R A B ZIE I, WK UFPK A2 BB HLEUE -
output A AR B E i S 44
ZE TN AR, W R W ZIE I, AT 45 Sk Bl .
nooverwrite | & IR AT IR, $8 5 ZIE TN, WRAFE SO, P A R

T JCIERIEZ TR BEHLAE B BE AL B A A

BHg ufpk EIREREGI:
> skmt.exe /genufpk /output “D:\example\ufpk.key”

R ufpk &R
> skmt.exe /genufpk
lufpk “00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff”
/output “D:\example\ufpk.key”

4.4  genkuk iy &L
Zan 2 A S TR (KUK) 3. KUK RTRARE, tn] DU TR AR .

# 4-5 genkuk £

bl S5 !
kuk R WAVl BiE KUK {1 32 75 3k % .
b IR AT I, A0 SAWAZE T, PR A T H A s BEA LB E 9 KUK
output AR AR o i H S 4
ZIETUN IR R ABZIET,  WPAT 45 Rk i Bl &
nooverwrite | G ZIRTUN IR F e, W RIS S, s I R .

T VA RIEZ TR BEA LA B B LEO B AR

B kuk AT H:
> skmt.exe /genkuk /output “D:\example\kuk.key”

fEF kuk IR
> skmt.exe /genkuk /output “D:\example\kuk.key”
Ikuk “00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff”

R20UT5349CJ0106 A 1.06 RENESAS 8% 71 70, 3L 170 I
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4. CLI Tjyhein W]

TAFHEHTA
4.

5 genkey iy &L

et 2 AL U T 2 A 2 B BT K S

AR S genkey i & —iflifH. Wk 4-6 Pk, —SeHelnd A AT LR E Jy 7St ) it al k)
AR BIRE SR, SRR RIIF LI “file=" .

#* 4-6 genkey LT

By ZH i B
iv FoNHEEIE | TS B DLM %8 (16 1) [vIdhE (V). %Wy . i
WO | RAWZIETL, WA A T E A A s BENLEUEAE 9 IV,
ufpk LI Y B T2 &% 31 UFPK BB B, % UFPK Q2506 B 45
SER W-UFPK, %435% kuk RIS, JEid6E ufpk £,
wufpk LI Y A8 B B A B RS IR AL I BT UFPK 258, 2448 5%E kuk &I, 76
e E wufpk &I,
kuk TN | EHTRAFHIEN KUK, 438E ufpk &N, TEHEE kuk %EI0.
P S AR
mcu ASCII HAx MCU/MPU. Z{lLURN % 4.5.1 7 meu #BH A LT — .
keytype ASCI/A7S | Nz TR SR .l DUFs e B L AR L B 7 3RoR . S E L AUh 2
kB 4.5.2 77 keytype ELIHF|HFIEDZ —.,
key FoNHEE | DLM ZEAER s P 3 s . A RN E HEER X, ES N 4631 7
WISCIFBR AR | S A A E I EREIA A ZIETON TR . WA NG ZIE T, ) T H AT e 2 4
EAHEE . B2, EAFMERLT, WS HATRITELER. AXFE4HE
B, {53 W7 4.5.3.3 774 key H#I,
filetype ASCII W SCIRRTY, ES WL 4.5.4 77 filetype
ZIRTUNWET . IR EBZIETIEIEE output JEIN, MPEHIH A bin SCH,
WA filetype A1 output IEIW, K4 H RIHEH] & .
address RVAYul Rk, 2438 mot N filetype I, WAZIFE EIZIETI .
el
keyname ASCII 8T C YRS SK SO U gh . AR s A K /ME ) <keyname> 3
. HfeE csource A filetype Hf, W5JUHEE ZIE T . FH 5 W H
<keyname> MIVEANLI, 155 0.7 4.5.4.2 7/ filetype /17 csource T,
keyfileoutput | 312 ZIETUN P IET, iR AN key I, WK H T HARK DLM BUH %58, i
FHAZI%E T AT 6 7 Az R 2 B0 s ) h B A% . b kR O -
output AR et % . TN I, 0 R A RS Z IR T, T AT S K B
Hl 6.
nooverwrite | G IR AT I, F8 I ZIE TN, W RATE SO, K I R

T VA RIEZ TR BEA LA B SR LEO B AR

R20UT5349CJ0106
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TAFHEHTA 4. CLI ThReEvLH

5 ufpk ET KRB
> skmt.exe /genkey /ufpk file="D: \example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
Imcu “RA-SCE9” /keytype “AES-128” /key “000102030405060708090A0B0CODOEOF”
[ffiletype “rfp” /output “D: \example\aes128.rkey”

I kuk EIREREG:
> skmt.exe /genkey /kuk file="D:\example\ufpk.key” Imcu “RA-SCE9” /keytype “AES-128”
/key “000102030405060708090A0BOCODOEOF” ffiletype “csource”
loutput “D:\example\aes128.c”

451 mcu &I

mcu LT E MCU/MPU 28BS Fnjnas 5] 4,

* 4-7 mcu &I

ASCII i

RA-RSIP-E51A i RA P25k RSIP-E51AfE %2 2 ThBE sy i Ui F7
RA-RSIP-E51A fif RA 775 RSIP-E5S1A FeA A 152

RA-SCE9 i RA P=ih Kk SCEfE 72 2 BhRE sl -y =) 45 &
RA-SCE9-CM ffF RA 775Kk SCE9 aﬁwﬁ%ﬁﬁﬂ

RA-SCE7 i RA 7=mZ Ik SCE7 MigE

RA-SCE5 B i/ RA 7= %k SCE5 B WiEE

RA-SCE5 ffF RA 775Kk SCE5 Hﬂa%

RX-TSIP i RX =M F Ik TSIP K55

RX-TSIPLite ffiH RX 7% TSIP-Lite B 45 5E

RZ-TSIP i RZ rF=fZxik TSIP W EE

Synergy-SCE7 i/ Synergy “F& SCE7 W48

Synergy-SCE5 ¥/ Synergy “F-55 SCE5 Bf4g5E

R20UT5349CJ0106 A 1.06 RENESAS %73 T, #k 170 W
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TAFHEHTA 4. CLI ThReEvLH

452 keytype %

keytype %t I35 & Ny 2 4 2 B BT R AL & B AR A . ik T a] LA A ASCI B+ N itEdME . A T T 1
B, @I ASCI fE.

HER, JRAEFTHE MCUIMPU # SR T 24282,

* 4-8 HIT DLM B4ty S I0AIE % 40

ASCII keytype 14 1t B

DLM-SSD 0x01 fE DLM ¥y SSD CIRZA I A H I B 4 50 1F %5 4H
DLM-NSECSD 0x02 76 DLM w4y NSECSD iR A FH 1 5 473 BAIE %5 4
DLM-RMA-REQ 0x03 £ DLM w40y RMA_REQ IR I B 4y 36 31F 254
DLM-AL2 0x01 DLM &FZe 5 AL2 i (%54 (AL2_Key)

DLM-AL1 0x02 DLM Z&AFZL 5 AL1 i %54 (AL1_Key)

DLM-RMA 0x03 DLM RMA_REQ RAKIEZEE (RMA_Key)

* 4-9 Hl#H] AES

ASCII keytype 1t Ui

AES-128 0x05 AES-128 {2 4]
AES-192 0x06 AES-192 {24
AES-256 0x07 AES-256 {1 % 4]
AES-128XTS 0x08 AES-128 fii XTS %4
AES-256XTS 0x09 AES-256 i XTS ##]

#* 4-10 HP %4 RSA

ASCII keytype ff it B

RSA-1024-public 0x0A RSA 1024 HiAHH
RSA-1024-private 0x0B RSA 1024 ;A\
RSA-2048-public 0x0C RSA 2048 ©r A4
RSA-2048-private 0x0D RSA 2048 1.\
RSA-3072-public 0x0E RSA 3072 hiAHH
RSA-3072-private OxOF RSA 3072 A\
RSA-4096-public 0x10 RSA 4096 iz A%
RSA-4096-private 0x11 RSA 4096 HrFLEH
RSA-2048-public-TLS - RSA 2048 fiin%, HT TLS

7E: “RSA-2048-public-TLS” Afiti#it keytype fEHiE5E, 1MLZifEH ASCIl 55E.

R20UT5349CJ0106 A 1.06 RENESAS 8 74 T, 3£ 170 I
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TAFHEHTA

4. CLI Tjyhein W]

* 4-11 HIEY] ECC

ASCII keytype 1d Wi

secp192r1-public 0x12 ECC NIST P-192 (secp192r1) A%H
secp192r1-private 0x13 ECC NIST P-192 (secp192r1) FA%H
secp224r1-public 0x14 ECC NIST P-224 (secp224r1) A%H
secp224r1-private 0x15 ECC NIST P-224 (secp224r1) F1
secp256r1-public 0x16 ECC NIST P-256 (secp256r1) A%A
secp256r1-private 0x17 ECC NIST P-256 (secp256r1) FA%H
secp384r1-public 0x18 ECC NIST P-384 (secp384r1) A%H
secp384r1-private 0x19 ECC NIST P-384 (secp384r1) #A\%#H
secp521r1-public 0x24 ECC NIST P-521 (secp521r1) A%H
secp521r1-private 0x25 ECC NIST P-521 (secp521r1) #A%H
brainpoolP256r1-public | 0x1C ECC brainpoolP256r1 %
brainpoolP256r1-private | 0x1D ECC brainpoolP256r1 FA%H
brainpoolP384r1-public | Ox1E ECC brainpoolP384r1 A%A
brainpoolP384r1-private | Ox1F ECC brainpoolP384r1 FA%H
brainpoolP512r1-public | 0x20 ECC brainpoolP512r1 A%A
brainpoolP512r1-private | 0x21 ECC brainpoolP512r1 FA%H
secp256k1-public 0x22 ECC Koblitz Hi%k secp256k1 A%
secp256k1-private 0x23 ECC Koblitz #i%k secp256k1 FA%H
Ed25519-public 0x26 EJDSA Ed25519 A4
Ed25519-private 0x27 EdDSA Ed25519 FA%H

#* 4-12 {9 SHA-HMAC

ASCII keytype i Ui B

HMAC-SHA1 0x00 HMAC-SHA1 %4H
HMAC-SHA224 Ox1A HMAC-SHA224 4
HMAC-SHA256 0x1B HMAC-SHA256 %41
HMAC-SHA384 0x28 HMAC-SHA384 4
HMAC-SHA512 0x29 HMAC-SHA512 %41
HMAC-SHA512-224 Ox2a HMAC-SHA512-224 #4A
HMAC-SHA512-256 0x2b HMAC-SHA512-256 % 4H

¥ “HMAC-SHA1” ARfgilid keytype fHf55E, M44EH ASCIH 1EE.

#* 4-13 HP %4 ARC4

ASCII

keytype f&

A

ARC4

0x00

ARC4 #%

E: “ARC4” Afeidid keytype fHIGE, MAZifEH ASCIl 55 .

* 4-14 JEY] DES

ASCII

keytype {&

A

TDES

0x00

—H DES %4

vE: “TDES” Afeidid keytype fEHfgE, MAZiffiH ASCI 5.
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TAFHEHTA

4. CLI Tjyhein W]

% 4-15 THgEY]

ASCII

keytype {H 1t B

OEM_ROOT_PK

O0xFD 5 FSBL BIfHEAK &) OEM R/

* 4-16 JHIEY]

ASCII

keytype {& it B

key-update-key

OxFF VAR Gk |

453 key &I

key ILIUH T8 E 7 EON 2 A 2 A mUH e BB SC DLM BH]  # 8 WSCRT DU I B A\ N )
PreoE i —3tH * . key SCIFHRE. FEEEPIRAIE T DL THRA

4.5.3.1 ToNEERI R H A

AR SRS Pl B N TN B B R AR, ML AURYE TR E ) keytype IR H 714, B

WIS,

#* 4-17 DLM-SSD. DLM-NSECSD. DLM-RMA-REQ. DLM-AL2, DLM-AL1, DLM-RMA

T

At

0-15

DLM ZH%EHE

#* 4-18 AES-128

T

At

0-15

AES-128 7%t 4

* 4-19 AES-192

T

At

0-23

AES-192 7%t 84

#* 4-20 AES-256

T

At

0-31

AES-256 1%t # 4

* 4-21 AES-128XTS

0-15 AES-128 fi#%%H 1
16-31 AES-128 fi#4] 2
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* 4-22 AES-256XTS

0-31 AES-256 fir# ] 1
32-63 AES-256 fir#t] 2

#* 4-23 RSA-1024-public

0-127 RSA 1024 {4 n
128-131 RSA 1024 frf5% e

# 4-24 RSA-1024-private

FH E
0-127 RSA 1024 fifi%k n
128-255 RSA 1024 f7if#5 4% d

#* 4-25 RSA-2048-public/RSA-2048-public-TLS

0-255 RSA 2048 % n
256-259 RSA 2048 {54 e

#* 4-26 RSA-2048-private

0-255 RSA 2048 fiti%k n
256-511 RSA 2048 fufif #4541 d

# 4-27 RSA-3072-public

0-383 RSA 3072 fiifi%k n
384-387 RSA 3072 fif5% e

#* 4-28 RSA-3072-private

FH A
0-383 RSA 3072 fiifi%k n
384-767 RSA 3072 fif@#484 d

#* 4-29 RSA-4096-public

FH A
0-511 RSA 4096 % n
512-515 RSA 4096 fii6% e

R20UT5349CJ0106 HRA 1.06
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# 4-30 RSA-4096-private

0-511 RSA 4096 % n
512-1023 RSA 4096 {7t fa% d

% 4-31 secp192r1-public

0-23 ECC %] Qx
24-47 ECC A% Qy

% 4-32 secp192r1-private

0-23 ECC 4] d

#* 4-33 secp224r1-public

0-27 ECC A% Qx
28-55 ECC %] Qy

# 4-34 secp224r1-private

0-27 ECC A% d

% 4-35 secp256r1-public/brainpoolP256r1-public/secp256k1-public/OEM_ROOT_PK

0-31 ECC %] Qx
32-63 ECC A% Qy

% 4-36 secp256r1-private/brainpoolP256r1-private/secp256k1-private/Ed25519-private

0-31 ECC #.4] d

% 4-37 secp384r1-public/brainpoolP384r1-public

0-47 ECC A% Qx
48-95 ECC A% Qy

#* 4-38 secp384r1-private/brainpoolP384r1-private

0-47 ECC #4] d
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#* 4-39 brainpoolP512r1-public

0-63 ECC A1 Qx

64-127 ECC A1 Qy

# 4-40 brainpoolP512r1-private

0-63 ECC ## d

#* 4-41 secp521r1-public

0-65 0 Padding(7bit) || ECC Public key Qx
66-131 0 Padding(7bit) || ECC Public key Qy

|| Fom b

# 4-42 secp521r1-private

T

At

0-65

0 Padding(7bit) || ECC Private key d [F]

|| FonRnEs

#* 4-43 Ed25519-public

T

At

0-31

sign(1bit) || ECC Public key Qx(255bit)

|| FonRnEs

#* 4-44 HMAC-SHA1

T

At

0-19

HMAC-SHA1 %%

#* 4-45 HMAC-SHA224

T

Hdhe

0-27

HMAC-SHA224 #%f]

#* 4-46 HMAC-SHA256

T

Hdhe

0-31

K

HMAC-SHA256 #

#* 4-47 HMAC-SHA384

T

At

0-47

HMAC-SHA384 #

R20UT5349CJ0106 HARAS 1
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#* 4-48 HMAC-SHA512 / HMAC-SHA512-224 /| HMAC-SHA512-256

0-63 HMAC-SHA512 / 512-224 | 512-256 %4
% 4-49 ARC4

FH A

0-255 ARC4 #4H

#* 4-50 TDES

FH A

0-7 WA 1 1) 56 fir DES %44

8-15 LR 2 1 56 /i DES %40

16-23 WERE 3 1) 56 fir DES #4H

e AEE T AEIEEA I A AN .

ZRUE

« DES ##I%ufli =0x00000000000000 -> 0x0101010101010101
 DES ##I%ulii = OXFFFFFFFFFFFFFF -> OXFEFEFEFEFEFEFEFE

® 4-51 THYEY]

0-31 2% % H
bR AR R -
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
/mcu “RA-SCE9” /keytype “AES-128" /key “000102030405060708090A0B0CODOEOF”
[ffiletype “rfp” /output “D:\example\aes128.rkey”
R20UT5349CJ0106 KA 1.06 RENESAS % 80 Ui, #k 170 W
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45.3.2 AN

key HEIUSCHF LA SCAFAR A S

# 4-52 Key &Ii%m N\

SCERA ¥ IE4 #%50

SO *  key TR ST, RN E 4.5.3.1 TS AHHEAE B ERATR .

SCASCAF * . txt PA-F7S kR ASCH AR 3RoR T 8 i A S, w28 4.6.3.1 7
FANH L B ERATUR .

PEM * . pem AFLLEEL OpenSSL AE B AEX AR ) PEM SCAR#E U848 S0 -
LR # 4-53 ZHFIEFREIH PEM X136 i 1) % 92K

# 4-53 ZHEAEXNHEHAR PEM U

I keytype

RSA RSA-1024-private. RSA-1024-public. RSA-2048-private. RSA-2048-public.
RSA-3072-private. RSA-3072-public. RSA-4096-private. RSA-4096-public.
RSA-2048-public-TLS

ECC secp256r1-private. secp256r1-public. secp384r1-private. secp384r1-public,
secp521r1-private. secp521r1-public,

brainpoolP256r1-private. brainpoolP256r1-public. brainpoolP384r1-private.
brainpoolP384r1-public. brainpoolP512r1-private. brainpoolP512r1-public.

OEM_ROOT_PK

18 8 B ST B -
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
Imcu “RA-SCE9” /keytype “AES-128" /key file="D:\example\aes128.key” [filetype “rfp”
/output “D:\example\aes128.rkey”

i 5 XA SR A~ B
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
/Imcu “RA-SCE9” /keytype “AES-128” /key file="D:\example\aes128.txt” /filetype “rfp”
loutput “D:\example\aes128.rkey”

g€ PEM SCHHI7RBI:
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key” /wufpk file="D:\example\ufpk_enc.key”
Imcu “RA-SCE9” /keytype “RSA-2048-private” /key file="D:\example\rsa2048.pem” [filetype
“rfp” /loutput “D:\example\rsa2048.rkey”
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T A SRS, 15 Nk g A s R R A, T AE N2 e G A P DK S Y B 2 £

Pio RBITR PR

- Fshilg AES 128 {540 -1 .
AES 128 f7%4] 00112233445566778899AABBCCDDEEFF

A | | aes128.key !]

000000k | 00 01 02 03 04 05 0g 07

02 09 0Oa Ok Oc 04 0= OF

0000oooo 00 11 22 33 44 55 &6

00000010

88 99 aa bbb cc dd ee £f

B 4-1 F3H)8 AES 128 A4 Hnl

- FaliE RSA 2048 AFSCHFRIRB:

B bad4

8% 1000

7a84cl782e4dbdd913f2a261£c8b
65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544b
dae23bff0ebe7f6441042b7e109b9%a8a
faal056821lef8efaab219d21d67634847
85622d918d395a2a31f2ece8385a8131
e5ffl143314a82e21lafd713bae81l7ccle
€3514d4839007ccb55d68409c97al8ab
62fa6£9£f89p3£94a2777c47d6136775a
56a9a0127£682470bef831fbecdbcd7b
5095a7823£d70745d37d1bf72b63c4bl
p4a3d0581e74bf%ade93cc4614861755
3931a79d92e9e488ef47223ee6£6c061
884113c9065b591139del3clea292749
1ed00£fb793cd68£463£f5f64baa53916b
46c818ab99706557a1¢c2d50d232577d1
1
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b | | rsa-2048-public.key X
0000alsy 00 01 02 03 04 05 08 07 05 09 0z Ob Oc 0d 0= OF

00o000oaoo ba d4 Ta 84 cl 78 Z2e 4d bd 49 13 £2 a2 61 fc &
00000010 65 83 54 12 cE e4 5@ 20 6% ed &d 7L le 29 cd £4
00000020 46 2k 3% 11 955 63 ca fb T4 k% ck £f2 5Sc f£4 54 4b
Q0000030 da €2 3b ff 0Oe be 7L 64 41 04 2k 7e 10 Sk %9a Sa
00000040 fa a0 56 8 le f3 ef aa b2 1% d2 1d &7 63 48 47
00000050 85 82 2d 91 &8d 39 5a 2a 31 f2 ec el g 5a 81 31
000000s0 5 £ff 14 33 14 a% 2e 21 af 47 13 bka g 17 cc Oe
Qoo0ooTo 23 51 4d 48 39 00 Tcch 55 de 34 0% c% Ta 13 ab
00o000oso 62 fa 6f 9f 89 b3 f£9 4a 27 77 cd4 7d 61 36 77 Sa
00o000os0 56 a% a0 12 7f 68 24 70 be £f3 31 fk ec 4k cd Tb
000000a0 50 85 a7 g2 3£ 47 07 45 43 7d 1k £7 2k 83 c4 bl
000000R0 b4 a3 d0 583 1le 74 bf Sa de 93 cc 46 14 86 17 55
000000co 3% 31 a7 9d %2 e% e4 88 ef 47 22 3e e6 £68 c0 61
00o00oodo 8 4k 13 c% 08 5b 59 11 3% de 13 cl ea 29 27 45
000000e0 le 40 0f B7 93 cd €8 £4 &3 £5 f6 4k aa 53 91 &b
Qoo00oLo 46 c& 18 ab 59 70 &5 57 al c2 d5 0d 23 25 77 dl
00000100 00 01 00 01

AAAARTT A

& 4-2 FF6]8 RSA 2048 ARSI

4533 BIG key 1L
WRMNGESITHER key LT, It H A FRFIEEFISFREESAES AL E T keytype, W T EoK A ik
Bl B 5% EH 1A

XTI ARG, R AE R R . R A PPR EI A, JF SRR E SO I _public O TR
B M _private TP o ZIETOCRF MR RIS keytype £

AT keyfileoutput 1% 706 2 45 B SC S8 ) % 40 SO .
TCIFARAE 1% T B FENLA A BE N LB B o 1% T B AR B35 40 NAY 1 JR 2V A, H

* 4-54 SCRPARXNFREYIERIIRER keytype

Bk keytype
RSA RSA-1024-private. RSA-2048-private. RSA-3072-private. RSA-4096-private
ECC secp256r1-private. secp384ri-private, secp521-private,

brainpoolP256r1-private. brainpoolP384r1-private. brainpoolP512r1-private,
OEM_ROOT_PK
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454 filetype £

W UMEH] filetype 1ETRE CHES T P10 H SO . R IR ZIL DT, M R . SRR E 1)
filetype 53CfHY A AILED, T T HRER [AI4E % .

% 4-55 filetype LT

ASCII 1t B
rfp PAFi® N A7 g s (RFP) T S SO sl S fF o it S R B 3TN * . rkey.
csource fd C WESCIFAEL S i ST R A AN * .
bin i HE RO SO T SO R A LU > L bin.
mot LA Motorola 7~ ik il A% 2kt b B At SO R A R A0 * imot.
£ address ETIPIEERA 8 AN NiEflECE (32 ) Hkiniit.

4541 filetype 1) rfp JEIi
TR I DL B 5% DA A7 1 i 245 Y ) B 15 8 B S A A XU 1 2 B 0
RFP 5B
> skmt.exe /genkey /ufpk file="D: \example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"

/mcu "RA-SCE9" /keytype "AES-128" /key file="D:\example\aes128.key" [filetype "rfp"
loutput "D:\example\abc.rkey”

4542 filetype [1J csource %
ZIE D C IR SCHERI L SO

K keyname LI, $HIEMN] <keyname> HfHIfESHIAAR. A RAR B A FRAN T4 KN E LI — 87>
WERAE keyname LT, PR FHBRGASCA . TRER 7KL,

#* 4-56 keyname LT %

% E keyname B keyname
SER AR <keyname>_t encrypted_user_key data_t
2 R AR B A TR g_<keyname> g_encrypted_user_key_data
encrypted_user_key i K/NE <KEYNAME>_SIZE * ENCRYPTED_KEY_BYTE_SIZE
XAH

* <keyname> K N K E FREE

Wit C VRSSMI TSR, Hr <keyname> M8 % 4-50 keyname IR BT B .
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ZRBEHEMTH 4. CLI YjREdit A
* 4-57 455E ufpk LI R csource #xUr)4s #y%
ks KA Y
g_<keyname> <keyname>_t | -
keytype uint32_t X1 Fkeytype B 1% 451 2, #ithkeytypefd; *i
TAME Hkeytypeld ) 2451 %, it 0.
shared_key _number uint32_t fith 0. 4 meu EOUHN “RX-TSIP” & “RX-
TSIPLite” W AMEH] .
wufpk[32] uint8_t teE wufpk IR . R AIEE wufpk 1%
T, 4 0.
initial_vector[16] uint8_t T H P s I E ) 46 ) &
encrypted_user_key uint8_t I B P A
[<KEYNAME>_SIZE] <KEYNAME>_SIZE F/~INEFIH P EHR AN AKX
R H B RA, SR 4-55 2% 4-62.
crc[4] uint8_t M keytype %I encrypted_user_key )] CRC-32.
#* 4-58 fE® kuk LKA “csource” #% 45 W% H
ks KA Y
g_<keyname> <keyname>_t | -
keytype uint32_t X1 Fkeytype B 1% 451 %, #ithkeytypefd; *i
TAME Hkeytypeld ) 2451 %, il 0.
shared_key_number uint32_t fr 0. 2% meu &AL “RX-TSIP” 5 “RX-
TSIPLite” AR
initial_vector[16] uint8_t H T H P s I )46 ) & .
encrypted_user_key uint8_t I B A
[<KEYNAME>_SIZE] <KEYNAME>_SIZE F/~INEFIH A ZHR D A
KINEWMH BN, SR 4-558%K 4-62.
crc[4] uint8_t M keytype #I| encrypted_user_key [J] CRC-32.

C YRS R :
> skmt.exe /genkey /ufpk file="D: \example\ufp

k.key" /wufpk file="D: \example\ufpk_enc.key"

Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "csource"

/keyname testKey /output "D:\example\abc.c”

4543 filetype [ bin £

T IE T B SO o i EE Tk B B B R R

R20UT5349CJ0106
2024 £ 3 H 29 H

A 1.06

RENESAS

% 85 ui, 3L 170 W




TAFHEHTA

4. CLI Tjyhein W]

#* 4-59 fi55E uf

pk EI KA bin A& Z0H) — k6 B0 i b

0 keytype
T8 Hkeytypeld 12 451 %, Hithkeytypeft; *F T4 AHkeytypefd %
451%, itk 0.
1-3 {8 (0 3H7)
4 shared_key
il 0. 24 meu ETH “RX-TSIP” ok “RX-TSIPLite” I AN# H .
5-7 fRF (0 Hi7)
8-39 WUFPK
1€ wufpk SEIINHIH . RRTEE wufpk 00, M 0.
40 - 55 initial_vector
56 - (56+N-1) encrypted_user_key

(56+N) - 56+N +3

crc

M keytype F encrypted_user key [¥] CRC-32.

7

“N” 5 <KEYNAME>_SIZE {HAHI[A .

R 4-60 fRE kuk GETUN K bin 2 — kil o i

0 keytype
X Tl i keytypefH () % 4 51 25, i ikeytypefti; XF T A fili FlkeytypefH i) %
4514, il 0.

1-3 {8 (0 3H7)

4 shared_key
i 0. 3 meu ®UCN “RX-TSIP” 5 “RX-TSIPLite” I A H .

5-7 fRF (0 Hi7)

8-23 initial_vector

24 - (24+N-1) encrypted_user_key

(24+N) - 24+N +3

crc
M keytype #| encrypted_user_key [f] CRC-32.

7

“N” 5 <KEYNAME>_SIZE fHAHI[A .
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T SO
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "bin"
/output "D:\example\abc.bin"

4544 filetype 1) mot %I

ZkE i Motorola +/NiEHIAS 0. UM RER 4-53 FIE 4-54 rhigE. WUEH address iEIHF
feE o Nikd 8 fr (32 fir) Euh bk 15 B B i ik

mot SCAFH) B
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:\example\aes128.key" /filetype "mot"
laddress "FFF00000" /output "D:\example\abc.mot"
£ keytype LT encrypted user_key K/NiRR.

# 4-61 DLM Z41¥) encrypted_user_key K/h

keytype %I FAH R
DLM-SSD 32
DLM-NSECSD 32
DLM-RMA-REQ 32
DLM-AL2 32
DLM-AL1 32
DLM-RMA 32

#* 4-62 AES 411 encrypted_user_key K/

keytype %1 TR

AES-128 32

AES-192 48

AES-256 48

AES-128XTS 48

AES-256XTS 80
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# 4-63 RSA %41 encrypted_user_key K/h

keytype %1 TR
RSA-1024-public 160
RSA-1024-private 272
RSA-2048-public 288
RSA-2048-private 528
RSA-3072-public 416
RSA-3072-private 784
RSA-4096-public 544
RSA-4096-private 1040
RSA 2048 {8, HT TLS 288

#* 4-64 ECC %1 encrypted_user_key K/h

keytype %1 TR
secp192r1-public 80
secp192r1-private 48
secp224r1-public 80
secp224r1-private 48
secp256r1-public 80
secp256r1-private 48
secp384r1-public 112
secp384r1-private 64
secp521r1-public 132
secp521r1-private 66
brainpoolP256r1-public 80
brainpoolP256r1-private 48
brainpoolP384r1-public 112
brainpoolP384r1-private 64
brainpoolP512r1-public 144
brainpoolP512r1-private 80
secp256k1-public 80
secp256k1-private 48

# 4-65 Ed25519 %4 encrypted_user_key K/h

keytype %I TR

Ed25519-public 48

Ed25519-private 48
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#* 4-66 HMAC-SHA % 4H1 encrypted_user_key K/)

keytype %1 TR
HMAC-SHA1 48
HMAC-SHA224 48
HMAC-SHA256 48
HMAC-SHA384 64
HMAC-SHA512 80
HMAC-SHA512-224 80
HMAC-SHA512-256 80

# 4-67 ARC4 %I encrypted_user_key K/h

keytype %1 TR

ARC4 272

# 4-68 TDES Z4#1/) encrypted_user_key K/

keytype %I TR

TDES 48

#* 4-69 OEM_ROOT_PK #%H[) encrypted_user_key K/)

keytype %I TR

OEM_ROOT_PK 80

# 4-70 FHEH encrypted_user_key k/h

keytype %1 TR

key-update-key 48

455 keyfileoutput %

IR M A AT s key LT, T EAA KBNS P, keyfileoutput I T 25 i) 25 BH ORAF Dy — 2k il
B EOOR ST SRERSF RZ T LA * . key B * . txt.

% L REAE OGS PR A6 A — LR AR O o BAE RRARXI AR AR, IR AAITE E Y keytype. TR EIR
TR DAA B AR R R B0 2R

R 4-T1 AT LR AR AR R

% keytype
RSA RSA-1024. RSA-2048. RSA-3072. RSA-4096
ECC secp256r1. secp384r1. secp521r1

brainpool P256r1. brainpool P384r1. brainpool P512r1.
OEM_ROOT_PK

ToVEPRIE 1Z TR BENLA s LB Bl . 1% TR s 9 S AR T SR 2 vt A ik H e
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2024 4 3 f 29 H
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YA AR PR S HIR 2 Ikeyfileoutput I, SfERVEHII UM “ private” , fEAHKISIHEA
N “ public” o #iln, WRIEE “/keyfileoutput abc.key /output abc.rkey” , M&/EpELA
A

o HEHXHIAN abc private.key

o HHEHLAHM abc _public.key

o MEPLIEHINZFEHYIN abc_private.rkey
o AERNHLBEHIMEHHAM abc public.rkey

B T 2R N AR P 20, WERHE MK A Y] keytype 1247 TR, I A BRI A FISCHE
PIRE S

ARG, ES WA 4.5.3.1 11 AH#HEHE AT E LR

X PR SO s
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"
/mcu "RA-SCE9" /keytype "AES-128" [filetype "rfp" /keyfileoutput file="D:\example\aes.key"
/output "D:\example\abc.rkey"

e FREE P
> skmt.exe /genkey /ufpk file="D:\example\ufpk.key" /wufpk file="D:\example\ufpk_enc.key"

Imcu "RX-TSIP" /keytype "RSA-1024-private"” /filetype "bin"
Ikeyfileoutput file="D:\example\rsa1024.key" /output "D:\example\rsa1024_private.bin"

R20UT5349CJ0106 A 1.06 RENESAS % 90 U1, 3t 170 I
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TAFHEHTA 4. CLI ThReEvLH

46  enctsip ik
enctsipy 2 A T FIE . F0HE S A FH 1633 f B0 5 i il Sk AT e e

#* 4-72 enctsip L7

briU ZH Ui W
mode ASCII $15 52 fa H SCA A0 Bedha A% X
15155 %4.6.1 mode # I,
ver Decimal T 7 BP0 F 4 H SO RS URR SR R RCAR o
data AIfRERRA 1 B 2. BREIEE2.
V%152 %4.6.2 ver 0.
prg File Path 82 BN mot A
prg_sb File Path modeiL 45 & Jy“factory” i, Fi5 7€ 5 E %S I mot A AH VT AL 1) %2 42 51 T2
R fmot XA«
enckey Hex data 8 %€ T In%% Session Key %5, 14208 2 FX £ prgide I 458 & Fimot 3L

PR BEATINE o (16577)

session_key | Hex data T & Session Key, %41k % PN prgie I A1 48 %€ Imot SCAF B0 #E47
@, (3277

ZIETUN AT IE T WA W% 00, WUASE ) B oA A B BEATLAEL A DR 2% BH 2
ﬁo %1

iv_fw Hex data X 7E pro ik I A 48 5 A mot SO OB R AT N 2 i F ORI aE & (IV)(16°F

T)e
IR PRI, N R W 12 30, A B A s BB LI A IV .+

startaddr Hex data | #55E fEprgii 1 45 & AImot SCAR P N 25 DX S5 (1 af ik o ik 06 250K FH 167
TR o

endaddr Hex data 8 %€ 7E proide I 48 72 I mot SCAF N I3 XS 25 R Rk o i B bk A2 B kb
hik P8 E I 25 X IR /N DA K 167571 % 55
AN JEEN 8MB.

destaddr Hex data filetypeik g & N “mot’if, 55 0% H P A2 7 1 % i stk
imgflg ASCII / 5 & BAERSUR k[ Image Flags % A\ HI1E -
Hex data V151525 %4.6.3 imgflg 70,
filetype ASCII F6 52 S ) SRR
V5152 % 4.6.4 filetype .
output File Path | #EEfH Cih4 .
nooverwrite | ZIETUA PRI, F8EZIE TR, RAEER SO, M R AR .

e 1 THENAERIIREYUE A BE CRIE 29 I BEALIE -

R20UT5349CJ0106 A< 1.06 RENESAS 5 91 T,
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ZAHHIE T A 4. CLI Tkt

# B mode factoryf s B~ 5 :
> skmt.exe /enctsip /mode "factory” /ver "1" /prg "D:\example\userprog.mot"
Iprg_sb "D:\example\secureboot.mot” /enckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /destaddr "FFF00300"
[filetype "mot" /output "D:\example\factory.mot"

# B mode updatef K FH R B :
> skmt.exe /enctsip /mode "update” /ver "1" /prg "D:\example\userprog.mot"
lenckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /filetype "rsu" /output "D:\example\update.rsu"

4.6.1 mode &I
modeik 15 F T35 i LLASCI 7255 1 505 i & 20 .

% 4-73 mode &I

ASCII Tt B

factory WRRHET T %, HHEprg_sbr 4 € I 2 4 5] S A2 5 AN F2 77 i 7 RSU
fImot 3.
AR BEE S A 4-3 mode £ 15 i factory ] 9 XA i &

update WA L YFirmware Update, i H X #2 7 B 7 RSU R — 12 il 544 5imot
A

XHHIREEIES % A 4.4 mode £ 7i15 cupdate H filetype £ i1 &rsultf #9 X 1
el 83 A 4.5 mode £ i75 Eupdate H - filetype i T 75 & mot i 19 X 1
A f A

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 92 71, Jk 170 T
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4. CLI IhRETLH

prg
(mot R = ED

OxFFF8_0300

OXFFFE_FFFF

prg_sb
(mot A RE D

OFS

Data Flash

O0xFFFO_0000
Code Flash 1
OxFFF7_FFFF

OxFFFF_0000
- Code Flash 0

OXFFFF_FFFF

FEIRIRHHEE N FIE I 711
startaddr OxFFF8_0300
endaddr OXFFFE_FFFF
destaddr OxFFFO_0300

RSU Header

Encrypted Code Flash
data

RO

(mot XM= ED

d

OFS

Data Flash
O0xFFFO_0000
RSU Header

O0xFFFO_0300

OXFFF7_FFFF

Encrypted Code Flash
data

Code Flash 0

B 4-3 modei& T #&5Efactoryff L4 s B B

R20UT5349CJ0106 fRA< 1.06
2024 £ 3 H 29 H
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Sl BT T L 4. CLI IhRETLH

FEIRIT P E N FUE IS 7 1]

prg startaddr OxFFF8_0300
(mot XA 7~ = ED endaddr OxFFFE_FFFF
AL

RSU Header+Ecrypted Code Flash
data ) — HE S f8:

RSU Header

OxFFF8_0300
Encrypted Code Flash
data

OXFFFE_FFFF

B 4-4 modeit i Eupdate H. filetypeii Wit Ersultf fI AR EE

org FEIET PR E T FIE I 7R Bl A

(mot ST ) startaddr OxFFF8_0300 (mot LR R D
endaddr OxFFFE_FFFF

destaddr OxFFFO_0300

0xFFFO_0000
RSU Header
RSU Header OxFFFO_0300

0xFFF8_0300 Encrypted Code Flash
- Encrypted Code Flash data
data OxFFF7_FFFF

OXFFFE_FFFF

B 4-5 modeit i Eupdate H. filetypei Wit & moti M T4 B A B

R20UT5349CJ0106 A 1.06 RENESAS % 94 U1, It 170 T
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TAFHEHTA

4. CLI Tjyhein W]

46.2

ver i

veriL U] 48 5 M i SRS URR Sk (K AlCAS o

#* 4-74 RSU #53k V1

A% & R R RESEZ KE |

0x0000 Header Magic Code 7 “‘Renesas”

0x0007 Image Flags 1 FEImgflgid 151 4 € [

0x0008 Signature | Firmware Verification 32 ASCII “mac-aes128-cmac-with-tsip”

Type

0x0028 Signature size 4 AA% FH(0x00).

0x002C Signature 256 A A8 (0x00).

0x012C Option Dataflash Flag 4 A% H (0x00).

0x0130 Dataflash Start Address | 4 A% H (0x00).

0x0134 Dataflash End Address | 4 AA% FH(0x00).

0x0138 Image Size 4 A5 H (0x00).

0x013C Reserved 124 All 0x00

0x01B8 Format Type*! 4 L IR SO R
ASCIIf“rsu”(0x72, 0x73, 0x75, 0x00) B3
“mot”’(0x6D, 0x6F, 0x74, 0x00)

0x01BC [\V/*1 16 FH A2 7 I i A8 FH 11V

0x01CC SessionKey0*! 16 15 FHenckeysx in %5 H 7 R 5 B FH 1) %% BH
AT N Ja i & AR

0x01DC SessionKey1*! 16 {5 Fenckeys i in & FH P R 7 I A58 FH 1) 2 61 32k
AT S5 A5 R

0x01EC IR HPEF+MAC | 4 I P AR 5+ P R 0 25 i A2 i FIMAC

(HES I D PN

0x01F0 MAC*1 16 FH P RS I i AR B IMAC

0x0200 Descriptor | Sequence Number 4 GRZN

0x0204 Start Address 4 FH P RS e DX 380 4 s

0x0208 End Address 4 FH P RS X3 ) 45 o

0x020C Execution Address 4 F PR R AT TT B btk A7 ik
([ &4 OxFFFEFFFC)

0x0210 Hardware 1D 4 A% H (0x00).

0x0214 Reserved(0x00) 236 -

0x0300 Application Binary N R PRl 5 2

0x0300+N | Dataflash Binary M ANSCHE

#: 1. M RXFirmware Update FIT V.1.x H1E SL*.rsu SCHR#S EE SO TSIP A 2UE IS4
R20UT5349CJ0106 fiA< 1.06 REN ESANAS 2 95 Ui, 3 170 i
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TAFHEHTA

4. CLI Tjyhein W]

#* 4-75 RSU #rk V2

s & Ha 1 ESEA K &+

0x0000 | Header Magic Code 7 “RELFWv2”

0x0007 Reserved 1 AAEH] (0x00)

0x0008 | Signature | Firmware Verification Type | 32 ASCITI “mac-aes128-cmac-with-tsip”

0x0028 Signature size 4 KRAEH (0x00)

0x002C Signature 64 RAEA (0x00)

0x006C | Option Reserved(0x00) 332 -

0x01B8 Format Type ™ 4 T SCPRRE X
ASCIIF] “rsu” (0x72, 0x73, 0x75, 0x00) H(#H
“mot” (0x6D, 0x6F, 0x74, 0x00)

0x01BC V™ 16 F P2y s s 45 FH i TV

0x01CC SessionKey0 16 i enckey XJ 0% FH PR 3 B FH A0 26 BH 12047
5 )

0x01DC SessionKey1 16 {5 enckey X FH -~ F2 Fe i 458 00 % $H 24T
e

0x01EC hn#Em H PP +MAC 7 | 4 DR i PR AR P+ P R s s A2 i) MAC /&

NG THERAD

0x01FO0 MAC ™ 16 7 I i A2 T MAC

0x0200 | Descriptor | it5i|#iEr %= 4 MRSl (e 31 A, AR R4 —
™

0x0204 Start address[0] 4 PR X stk 1

0x0208 Data size[0] 4 PR X B K/ 5801 I

0x020C Start address[1] 4 P27 X e gg ikt 2

0x0210 Data size[1] 4 PR XEE R/ 55 2 T
PR X Eih il 3-29
PR X H s K/ 55 3-29 T

0x02F4 Start address[30] 4 PR Xk da ik 30

0x02F8 Data size[30] 4 PR X K/ 58 30 13

0x02FC Reserved(0x00) 4 -

0x0300 | Application Binary N hnas PR

0x0300 | Dataflash Binary M ANLFF

+N

#: 1. M RXFirmware Update FIT V.2.x 15 SCRI*.rsu STHERS R B TSIP IR NE IS5
R20UT5349CJ0106 fRA 1.06 QENESAS 2 96 Ui, 3 170 i
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ZAHHIETE T A 4. CLI Tkt

46.3 imgflg £

imgflg it U] T4 52 2 5 M2 S RS U Sk #Image Flags 7 BUAI{E . fEiZi&1iH, Wl AL H]
ASCIMH 5163 il .

#* 4-76 imgflg L0

ASCII 8 i B

blank OxFF BHBANIE .

testing OXFE WAL T B8 IE S R
Installing 0xFC IEFE 2RI IR AR

valid 0xF8 Je F AR

invalid 0xFO SR

end_of _life 0xEO J R 75 i 24

4.6.4 filetype £

fEfiletype it 15 4 FHASCI 77548 i iy th SO A% =X
HE Hfiletype RSO 4 U9 e A4 A — BN, 2R A IR

% 4-77 filetype LT

ASCIl | g4 L]

mot * .mot it Motorola—+ 7533k il 4% 2 S04

rsu * . rsu iy R B B P R BN T RSUAR Sk (1) 3k 1l 24 -
X AEmodei& I fi xE Nupdater] 4 HEfE € -

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 97 T, Jk 170 T
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4. CLI Tjyhein W]

47  gencert iy 2%

gencertir & A N BRI, Bihs fa A\ {163 B SO REAT AR AE . FSE SOOI, BRSO RRAR AT K

hnk “file=" .

% 4-78 gencert %EI(1)

gL ZH ]
mode ASCII “signature” (%44) : A pffi FHIECDSAZ A AL E 15 12 EHAIE
SLE
“CRC”: X% Af F CRCHEAT ] &) Wik Bt 7 I ARASIE 15 .
VT2 %4.7.1 mode &£
loadaddr Hex data i & OEM 5| S I #AE 77 S aa ik
cfsize Hex data i B H AR AR R KN
Hhigoembl_sizelt, N¥iloadaddr®|cfsizeyu [l P i B 1 N2 4 5%
%
KFBLMNRXIR, ESH4.7.2 OEME| FINERFEF 11254 8 CRCiz
N G IX 38
oembl_size Hex data a2 OEMB| S INEFE 7 1K/ e R/ANNFE 8 1615 XS 55 K.
KFELXNRXIR, ES14.7.2 OEM5| FINEFEF 2% 4 8 CRCiz
SR X I
ver Decimal X 2 mode Jy“signature” it A 75 B e i .
data o e RALIE B id iR OEM S| SN #k A2 P AR A
AJfE5E 1-4,294,967,295.,
Sefra] A BGR T MCUIMPU. 3RS, S0 (B4 7 T
MY 8 MCU/MPU 8 B
oembl File Path i & FSBLIRIE X S I OEM 5| 5 &A% /5 i) Motorola—+ 75 kil S
R20UT5349CJ0106 fiA< 1.06 RENESAS 98 T, 3 170
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TAFHEHTA

4. CLI Tjyhein W]

% 4-79 gencert ¥EIR(2)

byl ZH Wi 1
oembl_private Hex data/ | *4mode y“signature”i} 75 £ ILik Il
File Path 1 € OEM 5| T I #c i /¥ FA4H o
FREHEXEIE N, 1% A327 TTHEXE W .
BT SCHESN, AT LR 2 OEME| S gk A2 5 FA 81 i — 3kl e fF
(*.key)s SCARIAR(* . txt)B B E AHEHREFMIPEM (> . pem).
BUE AT, UTE T A EROEMB| S n#k A2 5 [ secp256r1 4
Hxt. (i)
oembl_public Hex data/ | *mode }y“signature”it 75 Z kTl
File Path HEOEM5| S In#te 57 A8 -
TRE HEXE N, 15 i A\ 647 THEXE U «
EF SO, TR EQx. QBB 1) SR (> . key)BR
SCARTCA(* . £xt)o
Lloembl_privatefi \PEMCER 7] LU I o
oemroot_private Hex data/ | *mode }y“signature”it 7 2 ik Tl
File Path & & OEMIRALEA .
TREHEXE I, 15 A\ 327 1T HEXE U «
XSO, BT LA TE E OEMARFAEH I —HEHI ST (* . key)s SUARTL
PE(x . ext) 8BS AHEARMPEMSCAE(* . pem).
oemroot_public Hex data/ | *4mode }y“signature”i} 75 Z ILik Il
File Path 8 OEME A %A,
REHEXE I, 15% A 647 TTHEXEE .
XTSI, TRAR E QX Qy# HEAE It — k] S (" key) B C
ARICAF(* . £xt)o
LLoembl_private¥it A\ PEM LB A] LA I .
output_codecert File Path B ARG IE 15 B i S SR 44 o
output_keycert File Path “mode N signature” i 7 Z L I .
o % HIE P SR 4 .
keyfileoutput File Path 1 mode Jy“signature” H % i oembl_private £ T, K 7E T2

A ROREE ] ) secp256r1 B B0 ST . 1545 i i S04

T TR WAERKBEHUE A BEORIE 298 HIRENLIE .

R20UT5349CJ0106
2024 £ 3 H 29 H
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ZAHHIETE T A 4. CLI Tkt

P Emode CRCES i 7R :
> skmt.exe /gencert /mode "CRC" /loadaddr "02000000" /oembl_size "1000"
/oembl "D:\example\user.mot" /output_codecert "D:\example\ccert.bin"

# B mode signaturels i) {# 7R :
> skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000" /ver "1"
/loembl "D:\example\user.mot" /oembl_private file="D:\example\is_ec256_priv.pem"
loemroot_private file="D:\example\ms_ec256_priv.pem"
/output_codecert "D:\example\ccert.bin" /output_keycert " D:\example\kcert.bin"

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 100 7T, Jt 170 T
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471 mode &
modeik i $5 F Z LLASCIZF & 5 i B E 255,

% 4-80 mode LT

ASCII 1t B

signature %8 OEM 5l Sin##4 1% (OEM 5l Sin#as &4 M%E OEM 5| S:hn#
PN (OEM AR A I BARILIE 1

ffoemroot_private. oemroot_publici i i 52 OEMIR & 4%, i
oembl_private. oembl_publici£Tifs 2 OEM5| T N HF2E 7 % 4T
KTUEF¥Chain Of TrustZit), if 2 B A FSBLIIREMI#AF 1 FH P F -

CRC THHOEMA| S n#k i /7 (1 CRCAE, (AR IES . (1]

W ERECRCME ARILIE IS, K CRC {E/E N EHUE K H & Signer ID. 7& FSBL #4F# 0 N #%#“CRC + report
measurement”, 722 H OEM 5| SN2 7 2 53%i f measurement report i, ik “signature” f B CHGiE
.,

R20UT5349CJ0106 A 1.06 RENESAS %101 W, Jt 170 7
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Sl BT T L 4. CLI IhRETLH

4.7.2 OEM 5| S #2125 44 8% CRC iz HX % X 45,

OEM3| S hn#k f2 FF 1 2 44 8 CRCiz L4} 4 N E oemblik 1 45 72 iy mot S 14 il Loembl_sizei’k 1§ Flcfsizeik
T rb 3 o A DX Ik B R R A WA 35 49 o

4.7.21 &€ oembl_size LT}

¥ Mloadaddrik 7 Fb 45 5E () ik 746 2 oembl_size s 7 WL G /E N2 4 B CRCIZ F X % o Fig NI mot L4
¥ oembl_sizes & F4H 1) X 3T, i FOXFFIA /e £ 45 .

i, #&Eloadaddr‘02000000”. oembl_size“4000”i, LA T [ =N/ fil#E47 Ui B

A MOt S LA B K %2 0x02002FFF

F12: F A motf BLG i K 2 0x02004FFF

H13: i Amot i) % P9 A0x02002000%0x02002F FF % 5 %4

/loadaddr “0x02000000”
Joemblsize “4000”
B EHF

51

0x02003FFF

“ OEM_BL
0x02001FFF E4 . CRCGEEXR
OEM _BL Data 1 OEM_BL Datal

0x02000000

0x02004FFF
0x02004000
OEM_BL Data2 SR Bl OEM_BL
= ZH  CRCEERZR
0x02000000
{513

0X02004FFF \—,
0x02004000 OEM_BL Data4 [=
OEM_BL Data4'
0x02003000
ALL OXFF OEM_BL

0x02001FFF E4 . CRCEHEXNER
OEM_BL Data3 OEM_BL Data3
0x02000000 —
K 4-6 f&Eoembl_sizeidL ik )&% . CRCIZEM A
R20UT5349CJ0106 A< 1.06 RENESAS % 102 U1, Jk 170 7
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4722 X $6 5 cfsize METRHY

H5FE 2 oembl_sizeiL T, 7EoemblikIii A5 52 FImot Ui, K Mloadaddr 5 5& ) kit T 4 % cfsize
i X 3k P 2 1R N % 4 Bk CRCIZ X £ o

#iltn, 15 5Eloadaddr02000000”. oembl_size“10000”, L1 PYAS 74 HE4T 40 B

NI BN mot ST LS Ik 2 0x02001FF8

AI2: A A mot i) BHE 5 K 2 0x020014FFF

BI3: i AmotftI 4% 3 0x02010000 LA it 77 78 F s

4 i A mot i WL P 1775 0x02010000 2 Hif 5 43 $ 4k X 45

/loadaddr “02000000” /cfsize “10000" $& 7€ F¥
i1

0x02001FFF —

0x02001FF8
OEM_BLData 1 OEM_BL Datal

OEM_BL
E4.CRCEEXR

0x02000000

1512

0x02014FFF

0x0200FFFF

OEM_BL Data2

OEM_BL

OEM_BL Data2' E4.RCGEE XS

0x02000000

513

0x02014000

0x0200FFFF

OEM_BL Datad
0x02001FFF
OEM _BL Data3 OEM_BL Data3 OEM_BL
L RERE = B2 CRCEEXZ
0x02000000

a4
0x02014FFF
0x02003000
ALL OxFF OEM_BL
0x02001FFF Z4£ CRCEEXZ
OEM_BL Data3 OEM_BL Data3
B 4-7 {3k Ecfsize i WA 124 . CRCEEX &
R20UT5349CJ0106 A 1.06 RENESAS % 103 Ui, 3t 170 W
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TAFHEHTA

4. CLI Tjyhein W]

4.8  encdotf iy 2L i
encdotfir & v F F R AR . HE S 15 1653 ) B simot U - T e 5« #8 8 SCHEI,  FE TR AR ) T

Sk hn k- file=",

Z 4-81 encdotf i1

By ZH it B
keytype ASCII fREFTH AES I EHII LR KT .
HHIEZSE L 4-82.
enckey Hex data / & 2 fhkeytype ik T $5 5 B K FE 1) 25 60 B0 a8 40 SO
File Path V15152 %4.8.2enckey £,
nonce Hex data Fa € T 0% finonce £ #s . £dls /NN 16715 . 8 FH A\ Z s 111004
= 4E nonce.
ZIETUN IR WA B ZE I, WE A TR WA BMBEAE 1D
£ Nnonce.
startaddr Hex data e kR iE Huhk . bk /N 32407 .
ZIRTUN IR . B WEAZETS, WIS A . (92
TR E 167 T A HiE
endaddr Hex data e s g s bk . Hhhik KN R3247
ZIRTON AT IR T . A ML T, s AN . (9EE2)
TR EHbE, B Of M startaddrid 55 £ endaddriE I 48 52 1 X 38K/ A
167711 .
prg File Path T 7€ BN 1 S
output File Path € i H S 44 .
motaddr0 " P Z IR, K B4 H A motsSC AR R ik M0
ez TN, Jik4E €incplainfldestaddrik i .
incplain " T4 5E startaddrik 7 K endaddri iR, K A 02 5 5 50 F n 2% S
AT R
FREZE T, JoikfE £ motaddrOif 1ii .
destaddr Hex data T 7€ B B 1) B bRk
H Atk FH s st - H s 19 28 AN A .
ZIETUN T IE I A8 W% T, K B0 2 a1 kL 4h Hu kb D H br kb
k.
FeEIZIE T, JoikdE 2 motaddrOik I .

e TR A A R BE L I AN BE CRUE AL 55 (R BE AL o
i 2: & iIstaraddr Mllendaddr LT, REANE A RABHRMIXE, SRS, SR AT 16
FHIRFES, KL Ox00 b S Ei -

R20UT5349CJ0106
2024 # 3 H 29 H
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ZAHHIETE T A 4. CLI Tkt

18 %8 N2 o Bl K -
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/nonce "00112233445566773890000000" /startaddr "80000000" /endaddr "80000FFF"
Iprg "D:\work\program.srec" /incplain /output "D:\work\dotf _program.srec"

N8 8 N YE I A 5«
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/Inonce "00112233445566778890000000" /prg "D:\work\program.srec"
/output "D:\work\dotf_program.srec”

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 105 7T, Jt 170 T
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4.8.1 keytype %
keytypei& i LLASCIIFE 5& F T % 125 4 K B

R A4-82 N PR AR K

ASCII Wi

AES-128 B B K 1280 AESH 4
AES-192 B B K 19207 AES 4
AES-256 W E K S 25617 [AES %4 .

4.8.2 enckey £
enckeyiL i i 7N i i B B

1L IAE keytype IEITH 552 1) ASCH 74, &3 DL AR U R . —BER SO BOCAR SO 3 T2 A 8L
AN, WILA 16 BE] ASCI F4F KR 1 D515,

#* 4-83 AES-128

T Al

0-15 AES-128f7 % %5

* 4-84 AES-192

T Al

0-23 AES-192f7 % S ERE

#* 4-85 AES-256

el B
0-31 AES-25617 % tHEIRE
R20UT5349CJ0106 fiiAk 1.06 RENESAS % 106 7T, Jt 170 T
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4. CLI Tjyhein W]

4.9  encsfp Ak

encsfpfir & A N F . Ks8I A6 3E A Kodfe ol b ) SCPFEATHRE - FRE SCIFI, AR SCPFR AR

IFFIn - “file=".

% 4-86 encsfp 2E1(1)

I SH

]

mcu ASCI|

TR R T HEFIMCUBUHE S .
f#/34.9.1meu LT L B ASCIIFE FFEAT 1 7€ -

enckey Hex data /
File Path

fa e B T H PR T L SHUE B In# AES128bit% $H%dE . 18 € HEXE
B, 1167 1T HEX S .

XFFSCHEN W LHR 8 R SO (> L ke y ) BOCAR ST (* . txt)o
TN IE . AR W 1z I, AT T E A AE BN LE (D 1B
enckey.

nonce_prm Hex data

sz FI T I3 2 5003 B fnonce Xt $dis Jo N R12575
T AT W AT, U R TR R BN () R

nonce_prm.

nonce_prg Hex data

fa 5 T ns 1 PR fnonce#idis . £dis K/ 12775,
ZIETUY AT IR . A0 R WS ZA T, W TR AN AR BENLE 9D 1B
nonce_prg.

trn ASCII /
Hex data

R EDLMIER HARfE 2
4.9.2 fiifitrn I ILEKASCITFFFHEATHEE -

prg File Path

T e EINE W H P RET (motXXfF)
w2 LR 3 N T
152 %4.9.3 prg L.

allkey Hex data /
File Path

fREAL1_KEY. faEHEXEHER, 1EMAN16F THEXE W . XT3N, ]
PAFR 5 —3EHI SO (* . key)BOCA SR (> . txt).

Etrnik W45 E TOEM_PLO_AL2 1, FIHA.

kT A R . fEtrnik T HE 2 OEM_PLO_AL2_ K, UnSRAAmg 1%k,
i TR AERIBEYIE () 1E val1lkey.

al2key Hex data /
File Path

fREAL2_KEY. faEHEXEHEN, EMAN16F THEXE G . XT3N, v
PAFR 5 —HEHI SO (* . key)BOCA SR (> . txt).

FEtrnik i 45 52 TOEM_PLO_AL2_18{OEM_PLO_AL2, FEHA.

ZIR UM AT IR . ZEtrnik i35 EOEM_PLO_AL2 185{OEM_PLO_AL2, fn
PR IZIET, WA T2 A RRBEHLE (1) {F hal2key.

R20UT5349CJ0106 HRA 1.06
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TAFHEHTA

4. CLI Tjyhein W]

% 4-87 encsfp £77(2)

bl 23 P
ufpk Hex data/ | fi€enckey. allkeyflal2key % i Z1f FH JUFPK{E, =k rHgenufpkfi 4/
File Path FIFIUFPKSC A o B KN 327715 o

wufpk File Path T € HH Hi 5= A5 PH B 2 IR 55 35 3¢ 1 UFPKIA I W-UFPKSC A

iv_enckey Hex data 2 In#E enckeyitf Z A IVAE . HlE R/ A16F15
ZIETUY AT IR I G0 R WS ZAE T, WE TN A BN (9D 1R )
ISR

iv_al1key Hex data TEtrniE i 48 E"OEM_PLO_AL2_1"[, #55E % allkey i Z4F HIVIE. %X
KN R16FH
ZAETUY AT IR, A1 R WS AZA T, WAEFH TN A R BERLE (9D 1R )
IR IV

iv_al2key Hex data EtrniE I 45 2"OEM_PLO_AL2_1”"5{"OEM_PLO_AL2’K}, f&E % al2key
I EAE FH IVAE . 30 K/ 161,
ZIETUY AT IR . a0 RIS ZAE I, WA TR AN AR BEHUE 9 1EAY)
IR IV,

output File Path faE i et 4 (sfpse )
KT sttt , WESHMR“Ze L) fWiE T EA.

output_allkey | File Path FEtrni& I 45 £ OEM_PLO_AL2 1744 igallkey e i,  JULKs FHAE 2 H I AE T
B ANABBIBENUE GV Hb %80 (keySXH)

output_al2key | File Path Etrnik TR 18 EOEM_PLO_AL2 15{OEM_PLO_AL27f 7 i&al2keyi& i, M|
B AR RAA R T RN ARBBEYE ) o HE S (keyXHF)

output_enckey | File Path WA ngenckeyit I, W HAEZSHINAE THNAERPIBENE 4D fitl
BEHAE (key 3O o

T TR WA RBIBEHUE A BEORIE 298 HIRENLIE .

R20UT5349CJ0106 HRA 1.06
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AT R 4. CLI Thei

FEtrnik T 3 FOEM_PLO_AL2_1HI7R%:
> skmt /encsfp /mcu "RA8x1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2_1" /prg "D:\work\program.mot"
lallkey "55555555555555556666666666666666" /al2key "77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa”
liv_al1key "bbbbbbbbbbbbbbbbccccccececececccccec”
liv_al2key "ddddddddddddddddeeeeeeceecececeeceecee”
/output " D:\work\ program.sfp"

EigenckeyKal2_key. al1_keyih i K
> skmt /encsfp /mcu "RA8x1" /trn "OEM_PLO0_AL2_1" /prg "D:\work\program.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
loutput "D:\work\program.sfp"
loutput_enckey "D:\work\enckey.key" /output_al2key "D:\work\al2key.key"
loutput_al1key "D:\work\al1key.key"

R20UT5349CJ0106 f5i4 1.06 RENESAS % 109 1, 3t 170 W
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LA

PP A 4. CLI ThReEvLH

4.9.1

mcu &I

mcui I HHASCIIF 748 EMCU1E &

% 4-88 #HE MCU 58

ASCI| i
RA8x1 T5 7 RA8X 1 [ LS 15 & .
492 trn &I

trniE Ui FASCIIZ 7746 £ DLMIZ #2158 & .

# 4-89 DLM IEF% A E 4 N I IAIE 2 4H

ASCII 15
OEM_PLO_AL2_1 £1%%5] DLM OEM PLO J#'5 A\ AL2. AL1 %4,
OEM_PLO_AL2 £3% 5] DLM OEM PLO 35 A\ AL2 %4,
LCK_BOOT #£3i%%| DLM LCK_BOOT.

FEtrnik W5 ZEOEM_PLO_AL2_1/j7=4%l:
> skmt /encsfp /mcu "RA8x1" /enckey "000102030405060708090a0b0c0d0e0f"

Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"

Itrn "OEM_PLO0_AL2_1" /prg "D:\work\program.mot"

lal1key "55555555555555556666666666666666" /al2key "77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"

liv_enckey "9999999999999999aaaaaaaaaaaaaaaa"

liv_al1key "bbbbbbbbbbbbbbbbccccccecececcccccec”

liv_al2key "ddddddddddddddddeeeeeeeececeeeeecee"

loutput " D:\work\ program.sfp”

FEtrniE Wi 38 ELCK_BOOTHI R~ :
> skmt /encsfp /mcu "RA8x1" /enckey "101112131415161718191a1b1c1d1e1f"

Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT" /prg "D:\work\program.mot"

lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"

liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:\work\ program.sfp"
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TAFHEHTA 4. CLI ThReEvLH

493 prg £

Prgik IifE e Bl 24 ) dm AR Th RN I P AR .
proit Ui s £ nf LLIE 34

profii #8834 B -
> skmt /encsfp /mcu "RA8x1" /enckey "101112131415161718191a1b1c1d1e1f"
/nonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:\work\program1.mot" "D:\work\program2.mot" "D:\work\program3.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa" /output " D:\work\ program.sfp"
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TAFHEHTA 4. CLI ThReEvLH

410 calcresponse fir% &

#* 4-90 calcresponse % il

I 28 Tt BH

challenge Hex data feEchallengefd . (8T8 & 251 HIME—ID)
i KN 16T

key Hex data HEDLM# HE MR . B8l K/ A167715.

algorithm Name faETH AL . WTLUERE N AIEE.
HMAC-SHA256
AES-128-CMAC

fif i calcresponsext ikt £ FH 751 -
> skmt.exe /calcresponse /challenge "ABCDEFGHIJKLMNOPQRSTUVWXYZ012345"
/key "000102030405060708090A0B0OCODOEOF" /algorithm HMAC-SHA256
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TAFHEHTA 5. #RIFfER?

5.  HAEREF
51 5L

5.1.1 Windows
EiT 2B SecurityKeyManagementTool_installer vXXX.exe, Ff#H 2238 FIME & o ph Je

W BB R YOI RSO, I HAZ SO S B SRR, [FR SCHE R AR RA < o Wi
JERRIRBSU A e AAFRRAK, WA B TC2H8 1T .
5.1.1.1 GUI A
R ) SecurityKeyManagementTool.exe f2& AJ $447 34«

B security Key Management Tool - O X
MiE O ONME R
BE  ZmUFPK £mKUK 33Etg TSIPUPDATE FSBL  DOTF  SFP

XENESAS

Security Key Management Tool

TIERHAEEEREAERTN=aEaEEEE (DM B,
ELEERRI R TR ER I AR S ERTE.

EEREATIM BFER (UFFK) m=EZsEA.
BB ST S ERE BUFPIGHITHE, FREHEEIUFPKELE W-UFPK (Wrapped UFPK) .

ESAER R ER (KUK EME SR, KUKESREREn RS T AZIMCOUE,

EEEEEMOIUMPURIRE, TRLAFAIZHAMETFEHRESHAEE.

HEMPUMCULRINESZ ¢ | <%EEiT> -

EIAE EﬁMCUEEMPUEﬁj&ﬁ-F_#}E:uF

Kl 5-1 e PEHTH — ) Windows JAaII ] GUI Xf1HHE

R20UT5349CJ0106 A 1.06 RENESAS 5 113 7, 3L 170 I
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TAEHERTA 5. BfERF

5.1.1.2 CLI A

TR B %% CLI XU RF ISR PAT L EFHEE TR CLlI RAFIRMNEE . mRENHFHZ A
1 CLI WA (filtan, FEAF=3RSEd) AT DR Se SO RIS D B 3 B i 21 ) — SOk Jerh UE T
BefE. NI THAT CLI AT 2B .

e skmt.exe

e clrcompression.dll

e clrjit.dll

e coracle.dll

e mscordaccore.dll

e device

MAr 2RI skmt .exe T2

C:\work\skmt\tool>skmt.exe /genkey /ufpk file="C:\work\ufpk.key" /wufpk file="C:\work\u
fpk_enc.key" /mcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
/filetype "rfp" /output "c:\work\aesl128.rkey"

Output File: c:\work\aesl128.rkey

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

W-UFPK: ©00000000AFAC172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFFABE7158

IV: 46EB124312C83FA226994D17A3F5616A
Encrypted key: DEAE©66D5845A01E3FBCO445EC1141F60195D3B3F159D2B624A259BE4965A41D

C:\work\skmt\tool>

B 52 Z2FHABTHETR - A& IRa/FHIT CLI 541

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 114 70, J% 170 T
2024 4 3 A 29 H




wEEYEHTA 5. #RIFfER?

51.2 Linux hRAs

5.1.2.1 GUI fiiA

fRRIESE Linux BAELIS, K SecurityKeyManagementTool U143 iUAEAT & S0k
fRJEZE T, (A4 tar xvzfp xxxxx.tar.gz {RFHATAR .

Security Key Management Tool - O 9
Xt fE FEE

HE  S$HUFPK  $HKUK 3% TSIPUPDATE FSBL DOTF  SFP

- RENESAS

Security Key Management Tool

ETRANNEEEAFPERN~REREREE DM EH,
EEEHTATRLERTAAZLERAER.

EREACHERPIM E2EH (UFPK) THE2EA.
BR#MEdRFERTERSHUPPKEITHEE, FENHEEMUFPKET W-UFPK (Wrapped UFPK) .

EfECHHREER (KUK) THE2HE. KUKSAERSRT2FENTIMCUE,
EEEEEMCU/MPURINE, TERTRHIZENNESFEUEEZELEER.

EEMPU/MCUL R IIES|%E: | «EERHE- =

EREBFEMOUEMPUS BT F—53E

K 5-3 wamPIEH TH — M Linux A3 GUI XfifHE
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TAEHERTA 5. BfERF

5.1.2.2 CLI A

FAETEC 2% CLI ST I SR PAT Z A HHE B TR CLlI IRAFT&EWAE . mREUEMZTA
1 CLI ficA (filtn, e, WA BUR X S SRR sl sl B i 2 53— SOk b DUE T34 R 1
PAT CLI WA e B A 3L A

e skmt

MR TR skmt #74

G} SR TERTER HRE L (o PR B ST, BT R ORI TR e L o — O X

5 . /skmt /genkey /uf @
pk file="./ufpk.key” /wufpk file="./ufpk.key_enc. key” /mcu “RA-SCE9” /keytype
“AES-128" /key “000102030405060708090A0BOCODOEQOF”

UFPK: EC6BS8FA5C0OD5DA5142CCAF3A31AEBEAE2346CFETEF644B9B6B70523CBA0F5C5C

gQUFPKZ 000000004F4GC172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFF4BET1
IV: 36F3A7D191286D5808EFFF3562D6D2C9

Snorypted key: 43FD3B32B657AACF85EF3405367FA28A712B69ABDA095300FFE7BDDB7F3F99D

Encrypted key data: 05000000000000004F4C172DEF2789DE4F041294G6B1218D11DC81DG5B
37FB72DB899DCFF4BE715836F3A7D191286D5808EFFF3562D6D2C943FD3B32B657AACF85EF3405
367FA28A712B69ABDA095300FFE7BDDB7F3F99D9690EICFE

$ o

B 5-4 ZEFEHAEHETHE - )\ Linux ZEMHHAT CLI 54
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TAFHEHTA 5. #RIFfER?

52 e?studio it

Windows A Linux A2 25 FENEFE F AR . 1B BR DL R D IR R AN EI 3 .

5.2.1 23 e2studio FHMERRA

1. MHEEM s R4 SecurityKeyManagementTool_Plugin_vXXX_Windows.zip 5§
SecurityKeyManagementTool_Plugin_vXXX_Linux.zip, F¥& HBE R ik AT S, vXXX HiZ
TR

2. Jazh e?studio

3. ¥ e?studio K “HFBH(H)” — “RRFEA...” KL, 1T “RE” M.

B workspace - &2 studio
EF) REE) OFREEG Eam SmiN BEA) JEPE) =FEREV) O EFR S0w | EEH)

—DX’_

@ - No Launch Configurations | - '*'B-‘ FREW)
[ | S~ @ ~iflpin @R Bl IDY B BARSEH
- -t ' - v| ¥ o OEEE

Show Context Help

SR (K)...
EER(0)..

Ctrl+5Shift+L

Welcome to e2 studio

Renesas Help >
CMSIS Packs Management »

Add Renesas Toolchains

Eclipse User Storage >

& ® W

5
Lid Tl

Create a new e? studio C/C++ project

Import existing e? studio projects from the
filesystem or archive

EE
8

Perform Setup Tasks...

HEEEH(U)

TR,

Eclipse Marketplace...

Install New Device Family Support

IAR Embedded Workbench plugin manager...

T e? studio(A)

B 5-5 e?studio “#Bh(H)”

- “CRBHEA

R20UT5349CJ0106
2024 £ 3 H 29 H

A 1.06

RENESAS
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5. BfERF

4. fE BT XEAET R CE AR, ST9T “EIMBIEE” W IEHE.

& == O X
nJ et
PEHE—METHEE A MNETEE. i ) |
Work with:a i V‘ I FEINA).. I Manage...
=S | emEmm
G LS 2D
[ (@ There is no site selected.
EHEEE
[ RE T AR [“IHide items that are already installed
4] Group items by category What is already installed?
[]Show only software applicable to target environment
[7] Contact all update sites during install to find required software
@ <b—#E) | TN =76 B

B 5-6 “Z&%” XHEHE

5. fE “USINBEIREE” AHEHES S “ARSCHRA)-7  TRELES 1 D& m
SecurityKeyManagementTool_Plugin_v_Window/Linux.zip {4, #RJ5 8 “En” 4240

&) Add Repositary O x
EFR(IN): | | Local...
iva={(NH |jar:ﬂ|e:;’C:,-’wo rk/SecurityleyManagementTool Plugin | ISR (A). .
OK
@ ED) i
B 5-7 “USIBIRE" NIEHE
R20UT5349CJ0106 A 1.06 RENESAS % 118 71, 4k 170 T
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A

HHEH TR

5. BAFIEF

6.

“Renesas Solution Toolkit” R NF] “223” SHEHED . b EEEFE “TF—35 >7 4. A%
7J3% “Contact all update sites during install to find required software” . 1B /A RIS, Kt hn s

SEAE P [ 1)

& ==
of AR

Check the items that you wish to install.

Wark with: |jarfile;/C-fwork/SecurityKeyManagementTool_Plugin_v103_ Windows.z5ipl/ o[ Ema- |

Ex

v [A Il Renesas Solution Toolkit

B 4 Security Key Management Tool 1.000.202211101325

CiEm 1|

[ AR FE B RaE L
b Group items by category

) | Show only software applicable to target environment
[CIContact all update sites during install to find required software

[ Hide iterns that are already installed

What is already installed?

B 5-8 “23:” XPEHE - %&F “Security Key Management Tool”

2024 £ 3 H 29 H

2 N ) . oy >
7. MHI “E SHEHER, Biil%3E “Security Key Management Tool” , #RJ5#% “ F—7 44
& instal m] X
Install Details
Review the items to be installed. -‘)‘--
Name Version Id
Lk Security Key Management Tool 1.0.0.202211101325 com.renesas.apliool.skmt.feature.f..
Size: Unknown
Details
The Security Key Management Tool is a key-wrapping tool for use with key-management systems that use security IP modules incorporated in Renesas MCUs
and MPUs,
This tool is provided to assist in the secure installation and updating of user-application keys and device lifecycle management (DLM) keys.
More...
@ < Back Finish Cancel
“ 2= b 2 > =
B 5-9 “%H” MM - EHMREER
R20UT5349CJ0106 fix4s 1.06 RENESAS

#0119 7, 4L 170 |



wEEYEHTA 5. BfERF

8. BfJGRVFIUMURIABE R, B2 T ORISRV SR, W RAEX IS AE R BOR ) URL EEF R
AT EGE N 2. 26 “1 accept the terms of the license agreement” , #RJ5% “58m” 4.

& install O s
Review Licenses
o

Licenses must be reviewed and accepted before the software can be installed.

License text (for Security Key Management Tool 1.0.0.202211101325):

See https://www.renesas.com/document/oth/disc Iaimer2d

p | accept the terms of the license agreement I

() | do not accept the terms of the license agreement

< Back Next > Gancel

@

B 5-10 “Z&4e” XEE — EF A Y

9. MMBL “USAE” AEHER, P EIRANET, K5 SRR ks

Q Trust u x
/M Do you trust unsigned content of unknown origin?
ootz EFF Validity Dates
nfa Unknown nfa

] Always trust all content 2EEFEF(S) ZEAED)

Classifier Id Version
osgi.bundle com.renesas.apltool.skmt 1.3.0.202211101325
1.0.0.202211101325

org.eclipse.update.feat.. com.renesas.apltool.skmt.feature

Trust Selected B

@

B 511 “fS4E” XA

R20UT5349CJ0106 A 1.06 RENESAS % 120 71, 4k 170 7
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wEEYEHTA 5. #RIFfER?

10. SRR, #H¥FE) e? studio.

M. ZRSERE, ZAeFPEHE T RSB H K “ Bk XIEHE.

&) Properties for raé_blinky O X
|?,-|:e filter text Security Key Management Tool P v
Resource
Builders B"E ERUFPK  ERKUK #4E4H TSIP UPDATE FSBL DOTF  SFP
Z/C++ Build

RENESAS

Project Natures
Project References

Retactoring History Security Key Management Tool

Renesas QE
Run/Debug Settings Eziﬂﬁ}iili'EFﬁé.EﬁFEﬁWFﬁéﬁ.'?_I,E,EEE_‘[_DLM) =50,
I Security Key ManagementTquI RESHEARTREEPIAIRSTHAR.
lask Tags THEUEA T RESE UPPO ZRELEA.
Walidation BRismnBt HiE S ERs BUFPIGHITHE, FpEEEEaIUFPKE S W-UFPK (Wrapped UFPK) .

ERRERHRER (KUK ITME£ . KUKEnEEREHEEE A SIMOUS,

BHESTEEMCUMPURINE, TEORAZHFONEFELURESEIEES.

JEEMPUMCULIEINES| S ¢ | RA Family, RSIP-E51A Security Functions and Protected Mode ~

Ei%iE EIEMCUSEMPUS Bt T T —#H181F

sk 0

@' Apply and Close Cancel

B 5-12 WH “Bi” XHEE
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wEEYEHTA 5. BfERF

522 HI# e2studio HHfFARA

1. %F e?studio EH “FEBH(H)” — “RTF e?studio” ZH., I “LF e?studio” XJiffE.
2. 1£ “XTF e?studio” XFIHHEH % “ZIBGATT” 440l

& 7 & studio O X

Renesas e? studio

Version: 2022-10 (22.10.0)
Build Id: R20221013-1357

Parts Copyright (C) 2010-2022 Renesas Electronics Corp.
All rights reserved.

e? studio IDE is an extension of software developed for
eclipse.org.

e? studio IDE is based on Eclipse Platform 4.24 (2022-06)
and CDT version 10.7.0.

Source code for the Eclipse Foundation plug-ins is available

from www.eclipse.org, under the Eclipse Public License "EPL",
see https://www.eclipse.org/org/documents/epl-2.0/EPL-2.0.html

PSR [ AP T WSS | SRR RPN 75 VRUUURRURRT Y S B 7. % W 1

ceEzo Do

B 5-13 “55TF e?studio” XiFiE

3. f£ “e?studio TIRYNT " XIGHET, W “ DREHVHA” WOl - eHPEHETH, R5k “5
#H...” &l

Q O *
Installed Softwarg Installation History | Features| Plug-ins| Configuration |
| P type filter text
Name Version ~
(- Renesas Smart Configurator for RX 22.10.0v20221010-... |
(- Renesas Smart Configurator for RZ 22.10.0v20220923-...
(- Renesas Smart Help 8.10.0.v20220907-0...
@: Renesas Synergy 22.10.0w20220926-...
@: Renesas Synergy Build Support Files 22.10.0w20220914-...
@: Renesas Synergy Debug Support Files 22.10.0w20220920-...
| | 4 Security Key Management Tool | 1.0.0.202210131046
| L Terminal (Conscle) View 10.7.0.202204200013
[ TM Terminal 10.7.0.202204110055
QE: TM Terminal Control 10.7.0.202204200013 ¥
£ >
Security Key Management Tool

R sy e

K 5-14 “e?studio ZRMT” MiFHE

R20UT5349CJ0106 A 1.06 RENESAS 8 122 71, 4k 170 7
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wEEYEHTA

5. BAFIEF

4. YL CEER WIEHERS, R emPE TR, Rai SR R

Uninstall Details

Rewview and confirm the iterns to be uninstalled.

—

MName

K- Secunty Key Management Tool |

<

Version

0020227013104 1

Details

Security Key Management Toal

< Back [ Fnisn |

Mo
More..

Cancel

B 5-15 “ER®” XHEHE

5. RGKIRNEHEE) e?studio.

R20UT5349CJ0106
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RENESAS
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TAFHEHTA 6. fit fHapl

6.  {EHH

6.1 w1 - fEEA TSIP i) RX FEEE MCU L2ed: AES128 %

RX 7t Kk TSIP SCRFIEILAE MCU b P AT [ 1 R S B %2 42 3 1 2026 . IR 1-1 MCU/MPU #5515
B, ATBLEE TSIP Rk BB i i KB R -

FEAE I RE R, G 5 EAE A R 0 5 P S AP LEAT AR . B 238 BT LR AR B AU, (H2
RAFEZ D HAAFEHARA, R ZEHE SN ERE Bk, XEPETH T84 Motorola 1
INIERISCAE, iz SECEAR R, DMER ek Nl AEH. IR, G T St
Kzde—A~ AES128 ZH.

6.1.1 i GUI kA

1. 15 MRE] &R Lik# MCUMPU DLE s 5| %,

LENESANS

Security Key Management Tool
FIET S ELERAEmi=RsaBHEE OV B,
REBRTETRL BRI AR TRAR.

EEEHERTERESR (UFPK) TmESEA.
BB BT B a SUFPGH T, Hm IS SaIUFPKEEE W-UFPK (Wrapped UFPK) .

ERERHRELR (KUK M E 2. KUK SRR =22 A3 IMAUS,

BEEEEMOIU/MPURIXE, TEGRAIZHAMETFELRESHAEES.

HEFEMPU/MCULIEINES|ZE ¢ |RX Family, TSIP e

i B4FMCUEIMPUE B T F—S5184F

B 6-1 [MEE] &£, FH RX PHFEKE TSIP %3 AES128 4

2. fl# UFPK. & [&R UFPK] &Ik, $AFTFRR UFPK i, REMAY EBAN . key HHiH
4. TEAREIT, R4 ufpk. keyo

R20UT5349CJ0106 A 1.06 RENESAS 5 124 7, 3L 170 I
2024 £ 3 H 29 H




TAFHEHTA 6. fit fHapl

ARIT ¥EREH (UFPK)

O SruEETAE

® EREENE (3251, AEHEEDR)
|ecﬁ-l::ufa5:Dd5daﬁ142ccaf3331aebeaeEE:lﬁ-de?efﬁMbElbﬁb?DSEEcbanﬁcﬁc

G (key) :
Chworldufpl. key

S rEUFPKESEE

B 6-2 [k UFPK] &TiF, MAEBENEER UFPK FImfl

% “HER UFPK BEHISCMF” #2417 E R UFPK SCfF. BRSCPF DI R, % T RRE i DL R AT 45

UFPK: ECEBAFASCODSDAS142CCARIAITAEBEAEI3A6CFETEFRA4BIBAET0523CBADFICSC

Output File: Chworkufpk.key
FRIERRIN

B 6-3 fEAHEEMELER UFPK KBTS RZH

W e

3. FREL W-UFPK. % 2 B4R ufpk. key SCHF&IE B 6 55 85 5 3 5 iS5 K 3R EL W-UFPK. &%
WZAEE, 15Z WHITE % B AR 4S5 0L n R 2 sl as R B I N FH 2810 . B 6% S A 3 AR 55 1 URL

N https://dim.renesas.com/keywrap.

R20UT5349CJ0106 A 1.06 RENESAS % 125 7, 3L 170 I

2024 £ 3 H 29 H


https://dlm.renesas.com/keywrap

TAFHEHTA 6. fit fHapl

4. UL Motorola -+ Nkl sCrE# R EIE AES128 HHch. 76 [REEE] Wi (SRR Lk
T, EF AES128, AT [BABIE M) LR RN AES128 . X T “HIEEH” , G
“UFPK” , SRJGIEFEE 2 B4 pkif UFPK SCAFRIZE 3 BRI W-UFPK SCfF. AT ik I,
TEARBIF N IV EHT “HERBEVEE” . £ “SHCH” mkch, kLR “Motorola 175k
7, WA RSN *.mot KX, A7 B% B N FFFF0000.

BASERUFRPK (BTFESE2) Sk (BTFEZS#E) HEaHiTss,
EALER e

DLM/AL DLM-55D (® AES 128 bits ~| (O ARC4
(O KUK (QORSA | 2048 bits, public () TDES
OEM Root public (O ECC secp256r1, public

{OJHMAC | SHAZ56-HMAC

HEEH

(® UFPK  UFPK 324 : Chwork\ufpk.key s
W-UFPK 374F - | Chworkiufplkkey_enc.key s

(KUK .

E LS B

(@) EREEEIENE

O fFREERE (16T, XmHEEET) | 00112232445566773800AABECCDDEEFF

it

=T, Motorola#& T Hex | =0fF - Chworkiaes128.mot s

#atit = [FFFFO00D |

LRI

B 6-4 [BEEF4H] - [FHEE] EITE, U Motorola /5K REIE AES128 FHITHHIR~HI

TR ERIIETH

O =i ...
® A=A 000102030405060708090a0b0c 0d0e0f
O SRR 5 E ...

B 6-5 [ %] - [FHEBIECHF] EJR, LL Motorola A i#tHiligA1E AES128 ZHHLMHFHIRH

R20UT5349CJ0106 A 1.06 RENESAS % 126 7, 3L 170 I
2024 £ 3 H 29 H



TAEHERTA 6. fit fHapl

Fl “ARRRSCAR” H AR R E B SO I RSO DA A, 12 R DA R AT A

UFFE: ECBBERASCOLSDASTALCCARSAITAEBE AR AR FE FEFRAABSERE /UL CBAURICIL A
W-UFPEK: 00000001102046462 1E30VE4FFT027D346B9A2 DEABESSABETIDCI685DE0283CEEDSZDETE

[V: E2E962T0BAZACO3IM ATOC220A091F425

Encrypted key: TBO95EADGE43CCIAERBECOBESCETDO0F04A4AATFIIFEATTTS62534CTRICTI00ES

FRIERRIN

& 6-6 UL Motorola /NiftHI#=\AIE AES128 A AHIIATE R~ HI

6.1.2 f§iF CLI fRA

1. ] genufpk @481 UFPK. AURBIER TR UFPK i H ERiA:

> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5¢c5¢c”
/output "C:\work\ufpk.key"

C:\work\skmt\tool>skmt.exe /genufpk /ufpk "ec6b8fa5c@d5da5142ccaf3a3laebeae2346cfe7ef64
4b9b6b70523cba@f5c5c"” /output "C:\work\ufpk.key"
JUFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

jOutput File: C:\work\ufpk.key

& 6-7 CLI genufpk fr&HIHITE R

2. FREL W-UFPK. K55 1 DB ufpk. key SRR I% 3 G % 5% 8 3 55 IR 45 ok 3K EL W-UFPK., £ 2%
WEZEE, 155 W0 % f 28 IR 5% W) S 2 s PR e e R H 210 . ImibE S B 28R4 1 URL
N https://dim.renesas.com/keywrap.

3. MEAZE 1 DA UFPK SCEFRISE 2 DAk W-UFPK 3CfF, J@il genkey fr<fili Motorola
TNt R A AES128 B

> skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\ufpk.key_enc.key"
/mcu "RX-TSIP" /keytype "AES-128" /key "000102030405060708090A0B0CODOEOF"
[filetype "mot" /address "FFFF0000" /output "C:\work\aes128.mot"

R20UT5349CJ0106 f5i4 1.06 RENESAS 5 127 51, 3t 170 W
2024 4£ 3 1 29 H


https://dlm.renesas.com/keywrap

TAEHERTA 6. fit fHapl

C:\work\skmt\tool>skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\u
fpk.key_enc.key" /mcu "RX-TSIP" /keytype "AES-128" /key "0001020304065060708090A0BOCODOE
OF" /filetype "mot" /address "FFFF@@0@" /output "C:\work\aes128.mot"

Output File: C:\work\aesl128.mot

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAGF5C5C

W-UFPK: ©000000004F4C172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFF4BE7158
IV: 9232A2FD6FC74A7DCOA501397A1A34F3

Encrypted key: 7E66CEB3CA203748A669EDB6B17EF8D231244EA7OEF72B839F54CBE41CC1CCCH

K 6-8 UL Motorola -/ it#l# LI AES128 HEH LMK CLI =B

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 128 T, Jt 170 T
2024 4 3 A 29 H




TAFHEHTA 6. fit fHapl

6.2 Bl 2- fEHRAT SCE9 Ry RA MK MCU 234w 4]

HA7 SCE9 Ry RA 5k MCU SCHFIE I e dic DSkl 2 i 1208 . b N 4ifEas (RFP)
SCFFIZIIRE -

i g R D se Bl 22 B 2 IR B AE T, MCU L/ Re ik O BC B AR o 35 H1A0 N AR 7 A5 7T DAAE [F)
—HfE R . EARSIT, A KUK, RIED R 1T #4374

6.2.1 i GUI kA

1. 15 [MRE] EOiF Lik# MCUMPU DLE s 5| %,

ENESANS

Security Key Management Tool

FIEFhAIEEgRrET=nE=AHEE (DLIM) 58
REERFIETEEERIA TN TR R,

EfE AL HFEEE (UFPK) EEmE2E0.
BRhemBdFEiEERsERs HUFPKGH ITHE, HE s RaIUFPKESR W-UFPK (Wrapped UFPK) .

EfRER HRELR (KUK I E2 0. KUKESR SRR =22 A3 IMCAUE,

HEFEEEMCU/MPURIXE, TRORAIZFNMEFRURESHEIEES.

FEFMPU/MCULI T INES(ZE ¢ | RA Family, SCE9 Security Functions and Protected Mode e

ERE EHEMCUEMPUE B T T — S 81E

B 6-9 [HtZ] &WF, 7 RA FHEFK SCE9 RN T ZE KUK

R20UT5349CJ0106 A 1.06 RENESAS 5 129 7, 3L 170 I
2024 £ 3 H 29 H




wEEYEHTA 6. fit fHapl

2. fl# UFPK. & [&8 UFPK] &Ik, $AFTFRR UFPK i, REMAY EBA N . key HHiH
4. TEAREIT, A4 ufpk. keyo

AP BEREH (UFPK)

O SriEETAE

® FEREEENE (3257, ARHEXER)
|ecﬁl::nfa5-:Dd5da5142ccaf3531aebean32346de?efﬁtltll::nElbﬁb?DSEEcbanEcSc

i (key) -
Chworkiufpk.key

SEREUFPKERE

B 6-10 [4: 5k UFPK] %Wk, EHBENEER UFPK Knpl

% “HR UFPK S A UFPK SCffo BRSO RRIIAE R, 1% TRt U $AT 4R

UFPK: ECRBEFASCODSDAS142CCARIAITAEBEAEI3ABCFETEFRLABOBAET0523CBADFICSC

Output File: Chwork\ufpl.key
FRIERRIN

& 6-11 R EREER UFPK BIH4T 4R 5

3. 3RHL W-UFPK. ¥% 2 DMK ufpk.key CAFKIEZ|HGE 5 HE 2RSS K IREL W-UFPK., X
AR, S IR B 5% D0 AR B R (ST IT . B S  ERR5H URL
A https://dim.renesas.com/keywrap.

R20UT5349CJ0106 A 1.06 RENESAS %130 W, Jt 170 7

2024 £ 3 H 29 H


https://dlm.renesas.com/keywrap

TAFHEHTA 6. fit fHapl

4. Qg KUK BP0, 12 [ER KUK] gk, g2 A TRy KUK A sBENLEUEIE &8 KUK
N 256 Bifi. MAY AN * . key WM SCAEH . EARHIT, HISCHEA kuk. keyo

FHEEH Key-Update Keys

O &rEmEEE

® EREENE (32T, ABHEXER)

| d0aec19426chc0e2fb403866b%b465a6c0d05bTab0362d5f435f9a3298c 79084

BT (key) :
Chworkdkuk.key

EREKUKE S

E 6-12 [k KUK] &R, A8 KUK 254 30K 5]

Ry “AE KUK S0 1l KUK S 9950F . a2 s e i, % TR i DU R AT 45 2R

KUE: DOAECT19726CBCOE2ZFB403366B9E465AGC0D05BTAGD362D5F435FIA3EIBCTO0E
Output File: Choworkkuk. key

FRIERRIN
B 6-13 G KUK XHHIHATE R sl
R20UT5349CJ0106  fii4 1.06 RENESAS % 131 5, Jt 170 I

2024 £ 3 H 29 H



TAFHEHTA 6. fit fHapl

5. N KUK %308 RFP SCfF. 76 [BFEEFH] E0i-R9hm [BHRE] E0i~F, EH KUK. £ [FH
BaE o] ek, N bR KUK B804 (RBITR N kuk.key) o ST “H3E5
7, % “UFPK” , SRJGEFE 2 B Ai iy UFPK SCHEAIEE 3 B rhakEU W-UFPK . N
IR L, EARBIR N IV R T “AERFENEE” . £ Wl mRd, g RiEE “RFP”
RIGMAT JEZ AN *.rkey IS4

BASFERUFRPK (BFESE2) Sk (BFZS#E) HEasiFss,
EAXE ZaMETH

) DLM/AL DLM-SSD () AES 128 bits ARC4
® KUK (QORSA | 2048 bits, public TDES
OEM Root public (O ECC secp256r1, public

(D HMAC | SHAZS56-HMAC

HEEH

(®) UFPK  UFPK SZ4F : Chwork\ufpk.key s
W-UFPK =4« | Chworkhufph.key_enc.key Wi

iKUK e

Hliamswv

@) EREFETEE

O fFREEME (16T, XmHEdET.) | 00112233445566773300AABECCDDEEFF

Bih

=T, RFP w | T Chowork kuk.rikey =y,

FFFROOD0

LRI

B 6-14 [H3EFH] - [BHRE] EHE, U RFP UK AIE KUK SCEHIRE

ZmegdeE FHIUENA

@ 32 Chworkikuk.key o
O BRSEH 00112233445566778399AABBCCDDEEFF
O ERAREEL- Bt 5.

B 6-15 [Bf3F 4] - [FHEIECH] BT F, L RFP UK EIER KUK SRR B)

R20UT5349CJ0106 A 1.06 RENESAS %132 W, Jt 170 7
2024 £ 3 H 29 H




TAEHERTA 6. fit fHapl

Fl “ARRRSCAR” H AR R E B SO I RSO DA A, 12 R DA R AT A

IV BFTCHbLE8E80T CLUBAE5 3 ABBAAESEYY

Encrypted key:

0C43895701106C1 D4658F181585B0F2E3A 1BA42TEAL243DESF183377ET320A848B COARCTO370CACFE2ARIER2BA3AEAS
9

FRERSIN

B 6-16 UL RFP /R AR KUK ST AT 4 Rl

6.2.2 f§iF CLI fRA

1. i genufpk 481 UFPK. AREIER T A UFPK {6 E M1

> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346cfe7ef644b9b6b70523cbadf5¢c5¢c”
/output "C:\work\ufpk.key"

C:\work\skmt\tool>skmt.exe /genufpk /ufpk "ec6b8fa5c@d5da5142ccaf3a3laebeae2346cfe7ef64
4b9b6b70523cba®f5c5¢c" /output "C:\work\ufpk.key"
UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

Output File: C:\work\ufpk.key

&l 6-17 CLI genufpk 14 HIBATE R

2. ZREL W-UFPK. #2551 D AERIY ufpk. key SCFRIE 35 % P 3 R Ik 55 ok 3K EC W-UFPK. %
HLZAER, TES T2 B2 RS L A AR B g R e N ] . B S S A RS 1 URL
N https://dim.renesas.com/keywrap.

3. fti/H genkuk fr& Bl KUK #HICAF. ARPliEs 7o KUK A $EE HI1E -

> skmt.exe /genkuk /output "C:\work\kuk.key"
/kuk "d0aec19726cbc0e2fb403866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"

C:\work\skmt\tool>skmt.exe /genkuk /output "C:\work\kuk.key" /kuk "d@aecl19726cbc@e2fb40
3866b9b465a6c0d@5b7a60362d5f435f9a3e98c79084"
KUK: DOAEC19726CBCOE2FB403866B9B465A6CODO5B7A60362D5F435F9A3E98C79084

Output File: C:\work\kuk.key

& 6-18 CLI genkuk #r&H#HATER

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 133 70, Jk 170 T
2024 4 3 A 29 H



https://dlm.renesas.com/keywrap

TAEHERTA 6. fit fHapl

4. FHFE 1 BPARR UFPK X 28 2 B9 3REUY W-UFPK SCHERE 3 B4 KUK SCfF,
Wik genkey Al EHT KUK 23 RFP SCfF:

> skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\ufpk.key_enc.key"
Imcu "RA-SCE9" /keytype "key-update-key" /key file="C:\work\kuk.key" /filetype "rfp"
/output "C:\work\kuk.rkey"

C:\work\skmt\tool>skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\u
fpk.key_enc.key" /mcu "RA-SCE9" /keytype "key-update-key" /key file="C:\work\kuk.key" /
filetype "rfp" /output "C:\work\kuk.rkey"

Output File: C:\work\kuk.rkey

UFPK: EC6B8FA5COD5DA5142CCAF3A31AEBEAE2346CFE7EF644B9B6B70523CBAOF5C5C

W-UFPK: ©000000004FAC172DEF2789DE4F041294C6B1218D11DC81DC5B37FB72DB899DCFFABE7158
IV: 4B44A010D7BDF764200BC2424650F976

Encrypted key: ©43565AE@OE185EBAFF505290DF1976B1A00132FE1FOB25F32C3C83BF92C83A7644968FF
5869821C3EBAD7EB41AA509B

& 6-19 Ll RFP CfE#s AN AES128 F4AC4EM CLI =4

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 134 7, J& 170 T
2024 4 3 A 29 H




TAFHEHTA 6. fit fHapl

6.3 ~il 3— fERA SCE9 fr#Eizlf) RA Mzl MCU EFZ: RSA 2048 A%

A RME 2 22 56 1) KUK FEILIATH RS . AR 2 1-1 MCU/MPU #7155, T LATE RS (1 SRR 3R 3))
FEF 3BT MBI -

A AR 2 A7 AR B PAT ST . — FOT SRR KUK 555 (1 3 B 1 D9 [ 1 T i — ¥ 4 4E

Wo A MR AR C SRR . EARGI, 2 BT 228/ KUK (Filhn, 27T — 4R
Bl G 24 ) KUK) JH4—4> RSA 2048 A#.

6.3.1 i GUI kA

1. 15 BRE] &R Lik# MCUMPU DLE s 5| %,

ENESANS

Security Key Management Tool

FIEFhAIEEgRrET=nE=AHEE (DLIM) 58
REERFIETEEERIA TN TR R,

EfE AL HFEEE (UFPK) EEmE2E0.
BRhemBdFEiEERsERs HUFPKGH ITHE, HE s RaIUFPKESR W-UFPK (Wrapped UFPK) .

ESRE HRELE (KUK I E2 . KUKEREEFH T2 3IMOUE,
EEFEEEMCOU/MPURINE, TEOAFZHAMEFELEESHIES.
FEFMPU/MCULI T INES(ZE ¢ | RA Family, SCE9 Security Functions and Protected Mode e

iR BEMCUSIMPUE B (T T — 4124

B 6-20 [BEE] %&£+, f£AHF SCE9 A1 RA FRFELEFAH RSA 2048 A4

R20UT5349CJ0106 A 1.06 RENESAS % 135 7, Jt 170 7
2024 £ 3 H 29 H




TAFHEHTA

6. fit fHapl

2. UL C UM RSA 2048 AU, /8 [BEEH] G RN [FHRE] ETET, ®#&
RSA fl “2048 bits, public” , AJ57E B EHRFHAN RSA 2048 APEHE. T “&
FEEE” , &R KUK, RJ5% “KUK U7 BN 6.2 Tinfl 2 — 7R SCE9 I RA
PR E I MCU b2 B T 3 1 b AR BRI ST o ORISR L, TEARBI N IV RS T “AERBENLE

B . £ Rl ik, ukksiEss “C WXH

RIEANT AN *.c BISCHF4 .

PAEFEAUPK (BTEEEA) ZKUK (BTEE£HE) MERRITHE.

TARE SFHEIETH
) DLM/AL DLM-55D

() KUK
OEM Root public

i) AES 128 bits
(® RSA 2048 bits, public
JECC secp236r], public

(O HMAC | SHAZ56-HMAC

ARCS

TDES

!
i

13
]

HEEH

O UFPK

@ KUK KUKSZHF - Chworkikuk. key

HliamsRv

® EREENEE

OFREENE (1655, NFHEdET)

W4T

=, | CIEB | =
10000 TEREH -

00112233445566778899AABBCCDDEEFRF
Chworkdrsa2(48public.c =
rsaEDﬂI-EpuI:lIicl
RN

B 6-21 [Br3a4A] - [FHRA] EWE, M C FHEXEKRREIE RSA 2048 ALACAEHIRE

R20UT5349CJ0106 fRA< 1.06
2024 £ 3 H 29 H

RENESAS

% 136 5i, 3L 170 W




TAFHEHTA 6. fit fHapl

TepsE TIRMIENE
O =i ...
@ EHEE%H BE#n) - GfacfofEobafodazT77c47de136775a56a%9a01 27T6824T0bef83 1fbecdbed7Th A

S095a7823fd70745d37d 16f72be3c4b1b4a3d 0581 eT4bfY9ad 2930 04614861755
3931a79d92e0e488ef4722 3ee6fE0 0618840130 90650591139de 130 122292742
1ed00fb7a3cdEBf463f5f64baas3916b46c 818ab25706557a1c 2d50d 2325?'.-"|:|1| W

EE(e) | 10001

B 6-22 [H3%FH] - [FHEIE A &0k, ML C EXXHKRAAIE RSA 2048 ARG

P CARRRSUAR” FAR A R E R SO . I RSO AR A 1 TR A DL R AT AR R

Cutput File: Chowerkrsa2043public.h ~
Cutput File: Chowerkirsa2(43public.c

KUE: DOAEC19726CBC0EZFB403866B9B465A6C0D05BTARD362D5F435F9AIE9ECTI0

[V: 2460028 CFEBCIB02533B904A9DB0OCEEC

Encrypted key:

46C9508ADTECOCYT168E9E3B19887EDIS4CCCF4EDDRASZ2T3I D01 3ACAIBAGIIESE93BEDAICDFEE9863EBIFCS99730AG3
BC938CA3ESFD420038E49168A43F1 DA4BE039244A4C 342D 28E1 BCEB246BBTEEADAAL26BABAAFITFFO3FD526EB3CABBFF
4534ECCAFDABEF300127BB23B0727DFCFT933CDA0EGE42620AE014692CFEBR188F734445DEADCBB4TEBFO632331FTECFY
9A9A5T9AB4TBOB2CESCTCR5854C346F TABT 7443 56FAGEECDEGC 02644185491 3E01196267D56517E0BTATI31CE298A4
CAF5373A30EGBA3ETAFEBEEBDE2A0T0DE4CBCAECIOEIB14F855E4207C49C26727FES33EB11CABBE2DAAZEIDT43BF1754CD3
DE457B8ACI59305C213C13541F9ET1FODEDT CA3DATDE3AEEDETTID4601 FIBIF3DAOTI0F2DF42013050CBE9TECIFI1INE

PRIERRIN

K 6-23 Ll C P+ 8I8 RSA 2048 A4HTHHIBATSE R

R20UT5349CJ0106 A 1.06 RENESAS %137 W, Jt 170 7
2024 £ 3 H 29 H




TAEHERTA 6. fit fHapl

6.3.2 R CLI kA
1. ffH genkey #r4&LL C VM NA1E RSA 2048 A8 CF:

> skmt.exe /genkey /kuk file="C:\work\kuk.key" /mcu "RA-SCE9" /keytype "RSA-2048-public”

/key "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1ea292749
1ed00fb793cd68f463f5f64baa53916b46c818ab99706557a1c2d50d232577d1
00010001"

[filetype "csource" /output "C:\work\rsa2048public.c" /keyname “rsa2048public”

fEHIZE 6.2 Jinfl 2 — fEHRA SCE9 RFEAM RA MR MCU BT % 91 L) KUK
AF.

C:\work\skmt\tool>skmt.exe /genkey /kuk file="C:\work\kuk.key" /mcu "RA-SCE9" /keytype
"RSA-2048-public" /key "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf
4462b39119563catb74b9cbf25cfd544bdae23bffOebe716441042b7e109b9a8afaad56821ef8efaab219d2
1d6763484785622d918d395a2a31f2ece8385a8131e5ff143314a82e21afd713bae817ccPee3514d4839007
ccb55d68409c97a18ab62fa6f9f89b3194a2777c47d6136775a56a9a0127f682470bef831fbec4dbcd7b5095
a7823fd70745d37d1bf72b63c4b1b4a3d@581e74bf9ade93cc46148617553931a79d92e9e488ef47223eeb ]
6c061884b13c9065b591139del3clea2927491ed00+b793cd68F46315f64baa53916b46c818ab99706557al
c2d50d232577d100010001" /filetype "csource" /output "C:\work\rsa2048public.c" /keyname
"rsa2048public"

Output File: C:\work\rsa2048public.h

Output File: C:\work\rsa2048public.c

KUK: DOAEC19726CBCOE2FB403866B9B465A6CODA5B7A60362D5F435F9A3E98C79084

IV: BED48489C13FF9173A6F7649DEBGEB47

Encrypted key: FBB11©0AAAA2260E6033B2D9839A71121C137ABE34D1FE59D50C7DB2FOB568AA2D5COAOCF
92CA7D093A624E931BFC6115A09DBEDO2CA3E85909940D2FE2921C5589D4D858A349F54FFFEBF8A18D94139
909BF57A0DEB219A99C640993990B3B837132F404CCCCB821AF1D28C8895C968863E293E22A87365BECO748
1B856275BECS8E44EC9BFA392F586CEBB674C73230834C0B7989011E8DCEA6C71DE314D381788A129A42C541
27CA2FBD315A3F8BA9960B25C7B6A999D915443358C755A52D77608CFE4A48BOEEB46CFDAGABO96CEC209EB2
O1F2EA2C2382564C30A3622E57071247B2E386160C5D21A00119EDADD118BO07554E72BB844FFA2AE9EF7C3D)
28D9DOC116490388A554EC39D7D515C89C8459A42FD4495B6DF14ADB69D@82D356DED

K 6-24 L) C P+ 8I8 RSA 2048 AT CLI 5

R20UT5349CJ0106 fiiAk 1.06 RENESAS % 138 70, Jt 170 T
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TAFHEHTA 6. fit fHapl

6.4 ™ 4 - RX A F K TSIP Secure Update I (14 FH 7%

FEAE ] TSIP {22 4= [ 4F B H i ok Z b, vl LUINSE A P AR P G ROk 28 H bR, ARG 7E B AR s F
FEFF R M. W ERIK SN FE P S Al FHREAR AT E B 71k, 5% # 1-1 MCUMPU #5158+ RX TSIP f %%
ko

6.4.1 1 [} GUI Jit4< ) Security Key Management Tool It}

1. %E# MCUIMPU L J hnas 5| 4
7E R 17 ik % MCU/MPU LL A2 N5 5] 4,

LENESAS

Security Key Management Tool
FIRARNTLEAAEN=ScoAETE OIM) B,
FLEERIE TR ERIANE =SSR

T EHERTI RSN (UFPK) TmESEA.
BiiiBd BT B a BUFPKGH THE, $p IS EaUFPKE W-UFPK (Wrapped UFPK) .

E4REHTHRELR (KUK s T, KUK REERi T2 A 3MCOUSE,

EESEEMCUMPURIE, TROAFRIZENNEFELRESEIEE.

JEEMPU/MCULIEINES|ZE | RX Family, TSIP -

kiR BHEMCUSIMPURE Bt (T T — 5 121F

B 6-25 [MEEET+

R20UT5349CJ0106 A 1.06 RENESAS %139 7, Jt 170 7
2024 £ 3 H 29 H




TAFHEHTA 6. fit fHapl

2. R RS S
i FH[TSIP Updateli Wi+, A RSU bk I [ - B8
TE“%y g ik “Secure Update”, 7E“ 4R oh 5 & N2 [ 18 1 mot S0 .
TE [ b 90 B e 1o rhoss 8 s e BV e
7E[Image Encryption Key]i Tii < [{]“Session Key Encryption Key"F, # & X%} Secure Boot 27 /115
BRINE B HEATIME R . N TETHME, fEA%IH, “Image Encryption Session Key i “4 i
BENLEE” .
TENVEETI-RH, T T, EEERMENEE".
7E[RSU FR3KIET £, “BBFRE” % E N TESTING, “RSU 3k Ver#E N 1.
S rA% SRR BRI, YRR A N rsu SR

fEATSIP, RIEUENEEFERSEEA RS, FIRESHETSIPRI AR,
BIHPRER ©  Secure Update e
B |C:Ewnrk‘aRKSecureUpdateiuser_prngram.mnt | ..

L
||I

MEZHHEEE  Image Encryption Key  #I3EEIEIV  RSUTTL

Frigttt ; | FFE00300 |

T | FFFEFFFF |

Haihy

EL: | —E#H ~ | 32 |C:"gwu:urkiRKSecureUpdate‘guserpng.rsu | A

R

B 6-26 [TSIP UPDATE] — [ 2 #uht V5 FE 138 0 = 4 1 & B

MEHAEEE  Image Encryption Key  IfEEN  RSUiFaL

Key Encryption Key

| 012245678%bcdef012345678%bodef

Image Encryption Key
OFo: L]
O EREENG (2T, AHEHDIER)

& 6-27 [TSIP UPDATE] - [Image Encryption Key]3& £ & B~

R20UT5349CJ0106 A 1.06 RENESAS 5 140 7, 3L 170 I
2024 £ 3 H 29 H




6. fit fHapl

NMEHHETE  Image Encryption Key | i
® = EEEE
O EREENE (1654, AEHEXE)

& 6-28 [TSIP UPDATE] - [IVIi£ 3 &% B 5

Mg T TESTING v RSUHFSkVer © |1

& 6-29 [TSIP UPDATE] — [RSU¥F L& -F ¥ BoR

WRIEF R, WHHEWT.

Output File: Chworkh RX{Securelpdate userprog.rsu

FEPERSTH
& 6-30 [TSIP UPDATEL&R £ #HAT4R
R20UT5349CJ0106 A 1.06 RENESAS 5 141 7, 3L 170 I
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TAEHERTA 6. fit fHapl

6.4.2 i CLI fiiA 1) Security Key Management Tool Fif

1. R AT enctsip T4

> skmt.exe /enctsip /mode "update” /ver "1" /prg "C:\work\RXSecureUpdate\user_program.mot”
lenckey "0123456789abcdef0123456789abcdef"
Istartaddr "FFE00300" /endaddr "FFFEFFFF" /imgflg "testing" /filetype "bin"
Joutput "C:\work\RXSecureUpdate\userprog.rsu”

C:¥work¥skmt¥tool>skmt. exe /enctsip /mode “update” /ver “1° /prg “C:¥wo
rk¥RXSecureUpdate¥user_program. mot” /enckey “0123456789abcdef0123456789
abcdef” /startaddr “"FFE00300” /endaddr “FFFEFFFF™ /imgflg “testing” /fi

letype “bin” /output “C:¥work¥RXSecureUpdate¥userprog.rsu”
Output File: C:¥work¥RXSecureUpdate¥userprog. rsu

B 6-31 enctsipfr AT RHI

&

R20UT5349CJ0106 f5i4 1.06 RENESAS 5 142 T,
2024 4£ 3 1 29 H

£ 170 W

N




TAFHEHTA 6. fit fHapl

6.5 B 5-RA P EEIE FSBL %R /ARSI A= Bt 4 FH 7%

Az T T 5 B B S N ERE Fy (FSBL) S RE 13 5% HL 7 #5141 B A IE B AR IE S o B BIE S AR

EAS A B o PN A7 G 2 2K OEM 5 S IR Fr ek BI85 A F I 45 1E OEM 51 S INEAL e 1 &1k
DER) TR IORBIERITT %, 2 5E& 1-1 MCUIMPU M {E B g Bk}

6.5.1 1 [} GUI Jit4< ) Security Key Management Tool It}

1. %E# MCUIMPU L J hnas 5| 4
7E R 17 ik % MCU/MPU LL A2 N5 5] 4,

XENESANS

Security Key Management Tool

FIEFHhANEEgRrET=nE=EHEE (DLIM) 58,
REERFIRTEEERIANZT TR R,

EfEHEAI HFEEEE (UFPK) EEmE2 I
BB EiE ERH SR s HUFPKGH ITHE, HglEERIUFPKELR W-UFPK (Wrapped UFPK) .

EYRERHRER (KUK M E2 0. KUKEERERER 22 A MR,

EESEEMCU/MPURINE, TROARAIESFNMETELURESHEIEE.

EFEMPUMCULI T INES(SE ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode e

R B EMCUEMPUR R T T — 5 i2fr

B 6-32 [IEJETF

R20UT5349CJ0106 A 1.06 RENESAS 5 143 7, 3L 170 I

2024 £ 3 H 29 H



TAFHEHTA 6. fit fHapl

2. EPREPACRDIE A A K
it FH[FSBLYIE I Az i BHAE P AT AEAE S
TEARGNF, ARG ARLGUE T 2 24N R A 3R

7E“OEM 5| DB FFBUR h i3 € %5 4 0 5 OEM 51 32 R 1 mot ST
KB R A BB N 1.

HATERPED-R X E .

E RGN R (hex)' TF & E OEM 5| S hn#kfe F (it /EA%5%, # 4 02000000,
11 BRARARRG R A7 /IN P 3k 2 A8 ) B8 1R A RAG N A KN e FEAR B, 45 “2MB”

#E“OEM 3] S nBEF A (16 FH W) ik AzhiE.

FE BRI 2 B HRE B IS4

FERAGIEF" $8 52 RS UE B S 4

E-MEISNSEFTRSHEN, BTESANNTESIREUARE (IoEM3ISHSER)
RS
EXFERANRE R, BSISEREHN.

OEME | ENNE2FEEE - | Clworki\fsbloembl.srec S
EERITAS: ®EE BSEE:
() CRC

% omMiEEE oEMBISINEEFESA

RBINERIEHLE (he)
SBFHRBANFN ZMB v

MIBFERBRTES, EEET—TRIORT)
OEM3| SANEF=FF]

® BEIHE
O FEEA (hex)

LSS« | Chwork\fsblvkeert.bin b1 [
HEIES - | Cuwork\fsblccert.bin e,
SRS
& 6-33 [FSBL] - [IEHBEHRE KR ERH
R20UT5349CJ0106 fRA 1.06 QENESAS 144 U1, £ 170 W

2024 £ 3 H 29 H



wEEYEHTA 6. fit fHapl

HEAT[OEM ARZBFEA LT 1% E .
7E“OEM RAVE ik Sy, I8 E M-S OEM 3 SIn#fE 7 A I A8 PEM XXfF. BT E£E“OEM
WA T35 PEM 01, ALl EETE E“OEM AT .

i+ OIMEER omm3ISNEEFESR
oEmiR#h £
@ 3% ChworkfsbMhmanifest_signer_key\ms_ec236_priv.pem . LB
OBASEH | 00112233445566772209AABECCDDEEFFD0112233445566 778809 AABBCCDDEEFF

oEMiEXEH
s .
B EEER 001122334455667 72899AABBCCODEEFFDDT 122334455667 F2899AABBCCDDEEFF

00112233445566772899AABBCCDDEEFFO0112233445566778800AABBCCDDEERF

& 6-34 [FSBL] — [OEMAR Z 43L& ¥ E 5

HAT[OEM 5| SRR FEHIET R E .
7E“OEM 5| BB Pk 0, ke & OEM 5| a7 AV A K PEM XX,
T EAE“OEM BV 352 PEM S04, FrLl BT 15 E“OEM HAHT.

iF¥  OEMIEEES OEMBIENERFFEH

oEM5| EMERFHH
S Chwork\fsblimage_signer_keyhis_ec236_priv.pem Hk,
O B ESR 00112233445566778899AABBCCDDEEFFDDT 122334455667 73800AABBCC
DDEEFF
O ERAREHEL- B A
oEM5| EMBRFAH
3fF ...
BAS 001122334455667738090AABBCCDDEEFFD01122334455667 78899AABBCCDDEEFF

0011.2233445566778899AABBCCDDEEFFO0112233445566773899AABBCCODEERF

B 6-35 [FSBL] — [OEM5| SMEBREFHHAPEM R & BRI

N AR RSCHE R, R B PE B AIRIE S . IEH AR RO S, Hth i R AT 4

R20UT5349CJ0106 A 1.06 RENESAS 5 145 7, 3L 170 I
2024 £ 3 H 29 H



TAFHEHTA 6. fit fHapl

Cutput File: Choworkhfsblkcert.bin
Output File: Chworkhfsblhccert.bin

1RPERLIN
B 6-36 [FSBLIEW £ $ATE R
R20UT5349CJ0106 x4~ 1.06 QENESAS % 146 U1, 170 T

2024 £ 3 H 29 H




TAEHERTA 6. fit fHapl

6.5.2 i CLI fiiA 1) Security Key Management Tool Fif

1. LR AT gencert fir

> skmt.exe /gencert /mode "signature" /loadaddr "02000000" /cfsize "200000" /ver "1"
loembl "userprog.mot” /oembl_private file="is_ec256_priv.pem"
loemroot_private file="ms_ec256_priv.pem"
loutput_codecert "ccert.bin" /output_keycert "kcert.bin"

C:\worki\skmt\tool>skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000"
fver "1" foembl “C:\work\fsbl\oembl.srec” /oembl_private file="C:\work\fsbl\manifest_signer
kevims_ec256_priv.pem” foemroot_private file="C:\work\fsbl\image_signer_key\is_ec256_priv.pe

m” /output_codecert "C:\workM\fsbliccert.bin” foutput_kevcert ™ C:\work\fsbl\kcert.bin”
Output File: C:\work\fsblkkcert.bin
Output File: C:\work\fsbl\ccert.bin

B 6-37 gencertfiy AT B

R20UT5349CJ0106 f5i4 1.06 RENESAS 5 147 1, 3t 170 W
2024 4£ 3 1 29 H




TAFHEHTA 6. fit fHapl

6.6 /il 6 — RA ARSI il SEi gt i (R e in s ik
O AL % 5206 A % (DOTF ) DU RE A5 % Pl 1 85 1 L 7T F DOTF i P A2 PP AT I
DE IR LRI U, 23R 1-1 MCUMMPU #2515 B EIBEE]

6.6.1 1 I GUI A [ Security Key Management Tool

1. & MCU/MPU L) hn# 5| %
FEMEE L TR ik £ MCU/MPU LB N 25 51 4

LENESANS

Security Key Management Tool

FTEAWNTEgERERN=SssAEEE (DM B4,
EETA AT RE BRI AR ERAN.

EEHERTIERESE (UFPK) TmESEA.
BB BB R e SUFPKGH TS, HE IS ERIUFPKEE W-UFPK (Wrapped UFPK) .

EfREERER KUK m e, KUKEmERERES 2 3IMAUE,

EESEEMCU/MPURINE, TROARFIZFNNEFELRESEREE.

FEEMPUMCULIEIIER|5E ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode “

HikiE BHEMCUSIMPUR B (T T — 4 121F

K 6-38 [EETF

R20UT5349CJ0106 A 1.06 RENESAS 5 148 T, 3L 170 I
2024 £ 3 H 29 H



TAFHEHTA 6. fit fHapl

2. [EFUER R E
I [DOTFET R, 02 ] A B A5 .
7B SCHRAE” i 1 B N 4 1 [ 4 mot S
TR EE Bk 5 B i e 1 B SO A N PR o s A ) ik Y
T B 5 (0 s b AT PAT AN [, R B ARk
ARG T, “mEEE" 90000000 £ 90000FFF, “H bl i B R« 5 L EME R .

BE=TERS ¢ | Shworkhdotfuserprog.srec Wi
E &R BRI EH B #rith ik
O EFREZUE @ ST ESIERE]
® fnEEshE = O3ttt (hex) | 20000000

ENNEREEHHE (hex) : 90000000
ENEEr sETEahE (hex) @ | 90000FFF

F 6-39 [DOTFIET £ — BASCHME. MEBEE. $iTHbbk BRI

3. InEEHA IV BRE
FE“WB AN 2 B0 R BN B R 9. FEARRIT, fEEH] AES128 [ .
TEFIRR & IV b % 8 N B SCWUE ZAE R 1 nonce. FEAGI, Sy 7ETELME, IV &R RREENEE" .

BRERINEEH

AES-128
O 328 2
@ BAZZ 00010203040506070209040B0OCODOEDF

fa

AliamIsRv
@) EREEEZEE
OEREEE (165FT, EHESEWI0MI) | 00112233445566772800AABBCCDDEEFF

B 6-40 [DOTFIETI & — BEMERH. VRERH

R20UT5349CJ0106 A 1.06 RENESAS 5 149 T, 3L 170 I
2024 £ 3 H 29 H




TAFHEHTA 6. fit fHapl

4. s E
FE B WA Th 48 R e SR A
TE“% MR BRI Y 287, 48 i B4 HH 1 Motorola 7 3k il bk A 7560 5 A In %5 1) BH SCHH -
e rhOR B EAG HRE”, )0k L5 N B 2 A SR B

hiEEEE . | Clwerkddotfdotf_userprog.srec e L

mihE A NS
® FEERN [ ESNEEEEDE S AR EREE
O MithtoFFos

ENIEE R

& 6-41 [DOTFLETF — IN&WR B g bbf 25 1R B f

IRIEH 454, M r

Output File: Choworkhdotfdotf_userprog.srec
Key: 000102030405060702090A0B0C000EDF
Counter 32D3CSEDVBTTAZEV00EAGCIBA9000000

1RPERLIN
K 6-42 [DOTFIEW & HATER
R20UT5349CJ0106 A 1.06 RENESAS % 150 Ui, Jt 170 W

2024 £ 3 H 29 H




TAEHERTA 6. fit fHapl

6.6.2 i CLI fiiA 1) Security Key Management Tool Fif

1. fEZu A AT encdotf #r 4.
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
Istartaddr "90000000" /endaddr "90000FFF" /incplain
Iprg "C:\work\dotfluserprog.srec" /output "C:\work\dotfidotf userprog.srec"

C: \work\skmt\tool)skmt exe fencdotf /keytype 'AES-128" /enckey * @@@1@2@3@&@5@6@?@8@9@9@8@C@D
' ddr "90080000" /endaddr ° 9@@@@FFF /incplain /prg "C:\workM\dotf\userprog.srec’
A\workMhdotfisdotf_userprog.srec’

Output File: C:\work\dotf\dotf_userprog.srec
Key: 000102030405060708090ABBOCADBEDF
Counter: E3B9489DD945947EBC3BES8389000000

& 6-43 encdotffr & AT REI

R20UT5349CJ0106 f5i4 1.06 RENESAS % 151 50, 3t 170 W
2024 4£ 3 1 29 H




TAFHEHTA

6. fit fHapl

6.7

A7 - RA PR SR i 24T AR Th RERS BORR 7 N U ik

AR T i Dh R Z A I e T A SR (* . sfp)o

e gL P ARRE S TRTIIIGE . XL REH 208 AL R R AT

# 6-1 BEWHRINZE Secure Production Programming B3 #

it H

WE RS

LIRS

P REAN

o7 FH RS Py 75 B 22 AN I3 B I

fEHIGUIRI B3 ANLTIR (3.6 [ 3% ]
%) oigenkey CLIfi4 (4.5 genkey
ML) , R BER* . rkey X
BN B UFPK G 5% 4 1) it
L FH [ UFPKAH A .

HYNET

fai I i 25 4% AIE U FSBLI

fEHGUIRI[FSBLILLIR (3.8 [FSBL]IE
) Higencert CLIfr% (4.7 gencertiiz ik
T, A R ) Bk S IR S

AHIEH

A5 FH 5 25 4%, A IF B CRC & AIF [ FSBLI

i FHGUIf[FSBL]L T~ (3.8 [FSBL]LI
&) Higencert CLIfiz % (4.7 gencertiiy 2 ik
W), A B R AE P SO

R20UT5349CJ0106
2024 # 3 H 29 H

fRA 1.06 RENESAS

% 152 51, 3% 170 W



TAFHEHTA 6. fit fHapl

6.7.1 1 [} GUI Jit4< ) Security Key Management Tool It}

1. %E# MCUIMPU L J hnas 5| 4
7E R L 17 ik % MCU/MPU LL RN 5] 4,

XENESAS

Security Key Management Tool

FIEFHhANEEgRrET=nE=EHEE (DLIM) 58,
REERFIRTEEERIANZT TR R,

EfEHEAI HFEEEE (UFPK) EEmE2 I
BB EiE ERH SR s HUFPKGH ITHE, HglEERIUFPKELR W-UFPK (Wrapped UFPK) .

EYRERHRER (KUK M E2 0. KUKEERERER 22 A MR,

EESEEMCU/MPURINE, TROARAIESFNMETELURESHEIEE.

EFEMPUMCULI T INES(SE ¢ | RA Family, RSIP-ES1A Security Functions and Protected Mode e

R B EMCUEMPUR R T T — 5 i2fr

B 6-44 [MEEET+

R20UT5349CJ0106 A 1.06 RENESAS % 153 7, Jt 170 7
2024 £ 3 H 29 H




wEEYEHTA 6. fit fHapl

2. PERRIE AR S
i FHISFPIE IR AE R 4 1) AE S (> . sEp)o
FE (B BRI 00 (0 B SCBRR v i 58 BN (L RE Y o JEFESCPE, A a4 AT R o

7E“B 2 DLM/AL IRZS” ik £ FE 1F A% 5 N5 1) DLM/AL RS o ZEARRIF, ¥EF“OEM PLO with
AL2_KEY and AL1_KEY’.
TE“ R EGRFESCH" 8 2 fir iS4

EHFERER  EEI0EEEE Nonce ALZ KEVY ALTKEY

EEERA ST TERETRNFTEIENE TR,
fig0, £2— (FE) BiE. CEM3ISNEEF. T2RE. FEERES.

BERTERS ¢ | Choworkhsfpluserprog.srec Y.
S
STHFZH e
Chwork\sfpluserprog.srec EITN
B2
=i

SHEDLM/ALER ¢+ | OEM PLO with AL2_KEY and AL1_KEY -
TEEETH . Chworksfphsfp_userprog.sfp e
ERiTEeTl S8

B 6-45 [SFP] — [[E BB LER R EH B ErF

R20UT5349CJ0106 A 1.06 RENESAS % 154 7, Jt 170 7
2024 £ 3 H 29 H



wEEYEHTA 6. fit fHapl

3. HHAT[BIMEFEHIET KRR E.
TSR (AES-128) 1 fs e B H T H PP LS EE BN 1) AES128bit %A . N T (FTHf#E,
FE A v 3k 6058 P AL B804 HH SO, i e % R B 00 SR 4
N 5P \ Ao NV R v e e 9574 1 G
TE“UFPK UM R #5852 UFPK SO, 1E“WUFPK U 145 & W-UFPK S0
KF UFPK SCfF K W-UFPK LA R 15, ES 0 6.1 36 1 — fERA TSIP 1 RX 2Kk
MCU %% AES128 #HH 1% 1 = 3.

EfrkRg: BRFIIEES Nonce AL2 KEY AL1KEY

EHASIE (AEs128)

O 3ZfF ...
(@) BRI 354 | 000102030405060708090a0b0c0d0e0f

O ERREHEL- B ...

HlEamIEIv
) EAREIEE

O fFREEME (16T, XinHEdET.) | 00112233445566773300AAREBCCDDEEFF

UFPK 3245 : Chwork\sfphufpl.key s
W-UFPE 304« | Chwork\sfphufpk.key_enc.key Y

B 6-46 [SFP] — [BB I % F LR R R E bl

R20UT5349CJ0106 A 1.06 RENESAS % 155 7, Jt 170 7
2024 £ 3 H 29 H



TAFHEHTA 6. fit fHapl

4. HiT[Nonceslik iK% & .
RNTETEE, “FIHAR IV (RESHD "L PHERE IV (EHEE) "TEAE] kA B BENLEUE .

BN BRHINEEEEEE  Monce AL KEY ALT_KEY

fiamav (SEE3)

@) L£RiREINZTE

O fEREERE (12T, AEHEEST,) | 00112233445566772800AAER

dsmsav (SE4ames)
) EREEENEE
O FREENE (12554, AaHEXEET) 00112233445566778899AAEE

& 6-47 [SFP] — [Nonces]:& 1k ¥ B 5]

5. HHT[AL2_KEYET R E .
EBRAABIE s A E AL2_KEY [ AES128bit 25 4H %45 .
NTRTHGER L, IV EE A v i A FRBEAL B

EffERE BEIEES Nonce ALZKEY ALY KEY
SHzdE T

O 3#F

® BSIEER | TTTTTTTITIITITTT888828828828828

O fFERARENE- B ...

dliamEv
@ EREEENEE
OFREEME (16587, AmHEdETL) | 00112233445566778899AABBCCDDEEFF

B 6-48 [SFP] — [AL2_KEY&W ¥ B Rl

R20UT5349CJ0106 A 1.06 RENESAS % 156 7, Jt 170 7
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TAFHEHTA 6. fit fHapl

6. HHTIAL1_KEYLETi R E .
EBRAABIE s E A E AL1_KEY [ AES128bit 25 8H %45 .
NTRTHGER L, IV EE A i A IRBEAL B

EIffER R BMRINESES Nonce ALZKEY ALIKEY
SRR
O3fF
(@ BAN A | 53535553555555556666666666666666

O ERAREHEL- B

A B
) LA REANEE
O fFREERME (16T, XmHEEET.) | 00112233445566773800AARBCCDDEEFF

th

th

B 6-49 [SFP] — [AL1_KEYIED <& B~ fl

1T WSO L, R A T RSO, E RIS W F T

Output File: Chworkhsfp'sfp_userprog.sfp

HEERLIN
B 6-50 [SFPIET & HATER
R20UT5349CJ0106 x4~ 1.06 QENESAS 2157 U1, 170 T
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TAEHERTA 6. fit fHapl

6.7.2 i CLI fiiA 1) Security Key Management Tool Fif

1. FEA AT AT encsfp AT .
>skmt /encsfp /mcu "RA8x1" /enckey "000102030405060708090a0b0c0d0e0f"
/trn "OEM_PLO_AL2_1" /prg "C:\work\sfp\userprog.srec"
lal1key "55555555555555556666666666666666"
lal2key "77777777777777778888888888888888"
Iufpk file="C:\work\sfp\ufpk.key" /wufpk "C:\work\sfp\ufpk.key_enc.key"
loutput "C:\work\sfp\sfp_userprog.sfp"

C:¥work¥skmt¥tool>skmt /encsfp /mcu "RA8x1” /enckey "000102030405060708090a0b0c0d0e0f™ /trn
“OEM_PLO_AL2_ 1" /prg "C:¥work¥sfp¥userprog. srec” /allkey "555555555565555556666666666666666"
/al2key “T77777771777777778888888888888888" /ufpk file="C:¥work¥sfp¥ufpk. key”™ /wufpk “C:¥work

¥sfp¥ufpk. key_enc. key™ /output “C:¥work¥sfp¥sfp_userprog. sfp”
Output File: C:¥work¥sfp¥sfp_userprog. sfp

B 6-51 encsfpfiy & AT R HI

R20UT5349CJ0106 f5i4 1.06 RENESAS % 158 Bi, It 170 W
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TAFHEHTA 7. EEFHI

7. JEEEHEM

7.1 {#H Windows I I&E 1 SR 1% B

f£ Windows ¥ 85, @RS GUI =X e? studio ffifhiAs it B OV W B LA B R 8L E, W BEToi%
TR KA.

CIBGEuRY S N v i A7
1. B Ay AT SO
MSIRA: SecurityKeyManagementTool.exe
e?studio #HMFRA: e2studio.exe
e2studio.exe fiiT e2studio %#iff) eclipse e,
PR, AEEPRAEIETR. ERAEETR L, REEERE DPI wE .

3. fE% DPI FBURZ My, W EBER DPl FRAT AR, JFMN T RIIRPIEHRG. K5 Pdip
AN HE R RE -

N

CR
= BEE gFEs 2 EEE LEWEE

MR EFFEEEE T Windows FIFETE, BFEHETE
BRI,

B |
UEETEESSIEEE? | AiEERES Dbl 28,

EoiE 25 DRI
[ LiEsEtET=1T e

[ FRLRSEENEFNENEE, AR RE PNENEE

Windows 8 =T

MFEERE| Windows Zr=ETF0 DPI 2EEH, NEs
a= FIREEEREHE. Windows FILUREIRLI TR A=E
TrnRER DPl, EiREEEEFNEIEE.

8 {E(256)& T R R AN TR E52 S8 DPI
EEEE2] Windows

O=memi

OusERseEmmRs | _ o

BE e S5 DPI EHSH.

o | |
DPl i
= | =& i
SRS EE | :
. o~ e
= e RIFAA)

& 7-1 SecurityKeyManagementTool.exe J&PE “& DPI 4ifiUE %" W&

R20UT5349CJ0106 A 1.06 RENESAS % 159 7, Jt 170 W
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TAFHEHTA 7. EEFHI

7.2 7E Linux %55 F i e?studio Jifh ki As 13 5 FE 100
IAREAE Linux 5 REH] e? studio flifFIRA B E N B AN ERBCE, WA RETCIE R Rm T X
HEo 2225 o DA ZBN iy AT W PAT U R B HATIUR . 7F e?studio H1 2 i4fHHR Security Key Management
Tool Ji, N e?studio 2% STAFIerp B AR SCAFIR T AT AR
leclipse/plugins/com.renesas.apltool.skmt_X. X. X. XXXXXXXXXXXX/cli/linux/skmt

R20UT5349CJ0106 A 1.06 RENESAS % 160 7, 3t 170 7
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TAEEAEHE TR 8. =
8. b =5
A. NET

Z T HBAHH .NET Foundation 24t NET.
NET ¥FafiE LR 3.

NET ¥FJiiF:
https://github.com/dotnet/runtime/blob/main/LICENSE.TXT

.NET Foundation:
https://dotnetfoundation.org/

B. Inno Setup

1% THM windows WA %25 R 72 EH Inno Setup BT,

Inno Setup VFRIUIEIL R 3.

Inno Setup ¥FHTILE:
https://irsoftware.org/files/is/license.txt

Inno Setup:
https://jrsoftware.org/isinfo.php

R20UT5349CJ0106 fiiA 1.06 RENESAS

2024 £ 3 H 29 H
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https://github.com/dotnet/runtime/blob/main/LICENSE.TXT
https://dotnetfoundation.org/
https://jrsoftware.org/files/is/license.txt
https://jrsoftware.org/isinfo.php

4

B8
i
£y

EHET A 8. iz

A

C. =S E (Key File) st

1) XA
* 81 Ii= B H AR A A SUARKE
]| & X
TR 1R ASCIl 4%
(e f#1 ] Unicode F1Z 5525
T TAB(0x09) / Space(0x20)
AT IR R K 80 NF
BurT CRLF(0x0D,0x0A) / CR(0x0D) / LF(0x0A)
Base64 ZwhY Chars = J3CFRE [ $s [+ /"
Pad = "="
17K J¥= 64 chars  (FARATIRAM

2) G

BRSO — T =3
<Header>
<Baseb4Lines>
<Footer>

<Header> HlI <Footer> & LR 41 i) [ & 7 75 i o

Header = "-----BEGIN RENESAS KEY-----"
Footer = "-----END RENESAS KEY-----"

<Base64Llines> HZATFIFA M, REFHEIESEW, Hifkw Lnr:

BRERIE L5 1) 7 Base64 4mhd i1 — HEFHIEE .
Footer J& [ fIAT /& 2547, AT H0HE J5 TH 70 25 K AR 1 20

3) X R4
".rkey“
R20UT5349CJ0106 A 1.06 RENESAS %162 7, It 170 7
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wEEYEHTA

8. Mzt

4) EHBHE
a) &M

HBEAL I UL R SO, K 75U o

R 8-2 HpEH ISR S0 SRR A

B eyl K YLE
FRIAST Char[4] 4 FAT li] 52 (4 DA =" REK "
BARRA Integer 4 7Y e AR
BRI EN 1.
PR B DX 42k Byte[7] 7 T 0.
R Byte 17 [DLM #Z4A]
0.
[FH 2550
keytype 1H.
(3% 4.5.2 keytype)
s B K E Integer 4 "Encrypted Key"f& & (N F¥5)
Byte[36] 36 7 MHGEE DLM RS2 3845 1) W-UFPK SO 1A
W-UFPK BT 4 471 /2 Shared Key Number
Fl & 32 71 /& WUFPK FI1E.
G ICTh=S Byte[16] 16 748 | 2% F - 2 E A BTaE & IV,
s A 1 Byte[N] N 5 L UFPK In%s 5 i H - 25 483l +MAC 18
%# CRC Byte[4] 4 75 B 73X PN LA B AR BT A HE 1) CRC REAGAA
Initial Value = OxFFFFFFFF
Magic number = 0x04C11DB7
R20UT5349CJ0106 fiiA 1.06 RENESAS % 163 71, 3t 170 W
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ZABHAEE T 8. i
D. &) 4t X1

1) SCHA%

X — AN A B E S B “Header 7B . AAETLVFZBUR/NFI“TLV LengthZ B 74k n 25 505 i “TLV (Type-
Length-Value) =B 14 i ) ik il S w2 UR BRI LK 8.1 4 1) e sC/F#% 0. a1z iBig-Endianf %1
E .

Header(268byte) — Header Field

-------------------- TLV length(4byte) — TLV Length Field

TLV1(variable length)

TLV2(variable length)
TLV
P Length TLV3(variable length) —  TLVField
TLV N(variable length)
v

B 8-1 ZEL HmAEAFHER

R20UT5349CJ0106 A< 1.06 RENESAS % 164 U1, Sk 170 7
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TAFHEHTA

8. Myt

a) Header%Bx

Header 7 B2 — 1 268 717 B, M THA#REAFEE.

#* 8-3 w4 T Wi XH# X Header 7B

FB RN[F] L]
Magic 4 R 218 B LTS 4 1R 7R “sfpr"ASCII AARS 1)
“0x73667072",
Version 4 e A
L 2 TR IR, ARAL 2 TR IR IR AR .
V.1.00 i % & “0x00010000”. H N V.1.00.
W-UFPK 36 Fit % DLM JIR 5525 5035 ) W-UFPK ST B
B4 DN S
HAx 32 518 WUFPK {H
Initialization Vector used for 16 H%F T s B PR F K 2 B0 S A T 4G T
encrypting ENKY
ENKY 32 e T 2808 X PR s 9, DL UFPK BT I 5 s
Nonce used for encrypting 12 I 2 4 5 Y Nonce $ifs
parameters
Encrypted Parameter 16 2 BUH DN A A N 5 S ) s
MAC for Encrypted Parameter 16 ¥ S H0E DU A I 5 28 i MAC 18
Reserved 3 OxFF
Encrypted AL2 Key Enable 1 Initialization Vector for used encrypted AL2 Key B Fll Encrypted
AL2 Key with MAC BB TE b &
0: &k
HAth: HR
Initial Vector used for encrypting 16 I AL2 Key B3 FH 0T 46 171 = AE
AL2 Key
Encrypted AL2 Key 32 # AL2 Key L UFPK In% J5 %0E +MAC &
Reserved 3 OxFF
Encrypted AL1 Key Enable 1 Initialization Vector for used encrypted AL1 Key Bl Encrypted
AL1 Key with MAC T B9 3 &hr &
0: &%
HAth: HR
Initialization Vector used for 16 s AL Key B3 H P00 46 170 &4
encrypting AL1 Key
Encrypted AL1 Key 32 # AL1 Key L UFPK In% J5 i%dE +MAC 8
Nonce used for encrypting user data | 12 I F P 2 7 {5 R ¥ Nonce
MAC for encrypted user data 16 Jing P 2 AR 1 MAC 1
R20UT5349CJ0106 kA 1.06 REN ESAS % 165 Ui, 3t 170 W

2024 # 3 H 29 H




wEEYEHTA 8. Mzt

b) TLV LengthEt
TLV Lengths2 IR TLV T B R/ 7 B o

x 84 AT Ymfe il TLV Length 7B

TB KANF] i

TLV Length 4 TLVF B A7 K/

c) TLVFE
TLV LA Type-Length-Value )% N & R HME R — MER 7B .
> Encrypted User Program (% )5 IFEF)

TLVHIR W& 8.2TLVHE R TR .

32bit

8bit 8bit 8bit 8bit

B 8-2 TLVIER
* 8-5 AT Wit TLV &
FB KANFH] Ui ]
Type & Length 4 Value )25 Frword(32bit) K /)
Value AR RS ) B bl

KN JELengthdis B8 14145
(Length H T-4& word K/ )

R20UT5349CJ0106 A 1.06 RENESAS %166 7, 3L 170 W
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TAFHEHTA

8. Myt

A) Type&Length BtV

Type&Length B e L3247 (L 7B o

# 8-6 w4 %ifE TLV #% 2 Type&Length 7B

TB B B Ko (FD) Bitfi & ]

Type Class 4 31:28 Value 15325
bit31 28

0000 : Ju%rH 4
*HAb 1LY
<Class unique> 4 27:24 FAClassF B (B HATI080

Length word size 24 23:0 Valuelfiword K/M1word = 4byte)

[{4]0~16,777,215

B) A4 Class fME—F &
NN B Class ) 2EME—F B {E .

% 8-7 4T YwfE TLV #838 Class B N“INE 1 H P BiE i

PLFB KA (DD Bit {7 & it B
Use type 4 27:24 2R
[value]
bit27 24
0000 : @A ¥
*HoA Ay ey
2) XY R4
".sfp"
R20UT5349CJ0106 fiA< 1.06 RENESAS % 167 Ui, 3£ 170 W

2024 # 3 H 29 H




TAFHEHTA

8. Myt

E. & YIHIEH/AADIE T

1) FEPREF AR

LA S8 45 ) 3 SO
VEIETEZ A SCREFSBLIRE RS 1 1 L - Tk

#* 8-8 WYL H g X

FB KANT] i W)
Header Magic 4 0x6B657963
Manifest 4 0x00010000
Version
Flags 4 Reserved (0x00000000)
Reserved 20 Reserved (ALL 0)
TLV Length 4 BEIE TLV FEMBIE # KE
0x000000AC
TLV ECC PUBKEY Type&Length 4 0x00088010
Value 64 fE/gencert/oemroot_public ¥EI FF $5 %€ f) OEM R A4
TLV KEYHASH Type&Length 4 0x10144008
Value 32 ft/gencert/oembl_public I 45 5E i) OEM 3| S ML A A1)
SHA2-256 HASH 1§
TLV EXPECTED_SIG Type&Length 4 0x20088410
Value 64 A
R20UT5349CJ0106 kA 1.06 REN ESAS % 168 Ui, 3L 170 Wt
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TAFHEHTA

8. Myt

2) fEmode“signature” N4 B FIARRSIE S SO R

AR ol 45 0 1) 1 SCA
G Z 4 SR FSBLIIRE RIS A IR T

% 8-9 mode A“signature” i} FIACASIE 5 HE 4% =X

TR AT ] Y]
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 ft/gencert/loadaddr 1 4 E () OEM 5] SN 5 e ah ik
Dest Addr 4 fE/gencert/loadaddr %10 F1 #6552 i1 OEM 3| SN # A2 ik df kit
Image size 4 B & 1E/gencert/oembl_size £ TS 2 # OEM 5| S In#fEF K
/INoembl_size It}, 7 /cfsize HIFHA/oembl 4 A\ OEM 5]
SINEFE T U R OEM 51 SN#Fe iy R/
Image version | 4 fE/gencertiver LI H 5 & I RAE B
Build number 4 Reserved (ALL 0)
TLV Length 4 AIIEF ) TLV B 8 = K
0x000000AC
TLV ECC PUBKEY Type&Length 4 0x00088010
Value 64 OEM tRAH
TLV EXPECTED _CRC | Type&Length |4 0x40000001
Value 4 OEM 5| S hn#f% /7 i) CRC32 18
TLV SIGNER_ID Type&Length | 4 0x10144008
Value 32 OEM 3| SIm#E 27 A8 SHA2-256 HASH 1
TLV EXPECTED SIG | Type&Length | 4 0x25088410
Value 64 A
R20UT5349CJ0106 kA 1.06 REN ESAS % 169 vi, 3 170 W
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TAFHEHTA

8. Myt

3) fEmode“crc” T4 B FARRSEH ST

AR ol 45 0 1) 1 SCA
G Z 4 SR FSBLIIRE RIS A IR T

# 8-10 mode“crc” ity (AR E 15 %4 4% X

TR U] Ui
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 fE/gencert/loadaddr JET5 45 E 1) OEM 51 5 AR /7 Ao da bk
Dest Addr 4 fE/gencert/loadaddr %10 F1 #6552 i1 OEM 3| SN # A2 ik df kit
Image size 4 B & 1E/gencert/oembl_size £ TS 2 # OEM 5| S In#fEF K
/INoembl_size It}, 7 /cfsize HIFHA/oembl 4 A\ OEM 5]
SINEFE T U R OEM 51 SN#Fe iy R/
Image version | 4 0
Build number 4 Reserved (ALL 0)
TLV Length 4 AIIEF ) TLV B 8 = K
0x000000AC
TLV EXPECTED_CRC | Type&Length 4 0x40000001
Value 4 OEM 7|3 m##2 5 CRC32 H
TLV SIGNER_ID Type&Length 4 0x10144008
Value 32 51 H OEM 51 3 #A2 /711 CRC32 {HiH4h.

4) CRC32/JHEAR

CodeCertf{JTLV EXPECTED _CRCHIHE{E W .

- CRC32 (x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + X7 + x5 + x4 + x2 + x + 1)

ZTi5: 0xEDB88320(Bit revesed)

M A%
MBI T
WL A

WIUH{E: OXFFFFFFFF

R20UT5349CJ0106
2024 # 3 H 29 H
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FRCAS B 38 i 5

A

H 3]

1. 00

2021 412 H 28 H

BIRRKAT

1.01

2022 4F3 H 31 H

3. O¥sIN GUI ThRsiaAA.
5. TSN GUT #iHA.
6. TN GUI #/EuiH

1.02

2022 4F£ 6 H 30 H

4.5.1 mcu &I RA-SCE5 B .
4.5.3.2 XN pem SCHFUSIN.
5.2. 1f#H Linux RrEIH ) S 4 H 71 Bl

1.03

2022 412 H 29 H

5.2 ¥ e2studio FAEARASTEAH.
£}4% Renesas Key File Format iBFEC.

1.04

2023 %9 H 29 H

.7 C¥sHN [TSIP UPDATE] i&Wi-F.
5.1 meu &I RE-TSIPLite MIF&.
.6 enctsip AT FINULAA .

.7 calcresponse fr&EI FINULEH .

1.05

20234 12 H 22 H

.5 Ptz 4 Thie

.8 ©¥sin [FSBL] Wi,

.9 & [DOTF] &I+,

.10 2¥sm [SFP] TR,

.7 gencert A IR AN

.8 encdotf fV&IEI BN

.9 encsfp APAEI BNV .

.5 FSBL #EHIEP /ARASIE B A A v B
.6 M RIS HHInThEE .
T2 A ) AR N ThRE .

1. 06

2024 3 H 29 H

A A A

26
47
48
81
91

.95

96

.98

.2.2 e2studio #HAERIA 2024-01 RSEHr
LT3N nETERE M ERRY 8 MB.
7.6 A[FEE RSU #rk Ver 2 W
.5.3.2 pem AT RSA-2048-public-TLS SZHFAEXIFRE54H .
.6 ver &I 2 Wi
WS, MECh 2.
2RI endaddr ¥EIH NER Xk AN ERA 8 MB.
4.6.2 B30 RSU #53k V1
Sequence Number #R%&N 1 HIE.
BRI Execution Address [#|7€{H OxFFFEFFFC.
RSU #xsk V2 Ffin.
4.7 TI{E ver &I 1-4, 294,967,295 HigE RN,

B B W W NI O O R W W W LR R s W
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